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Abstract—In some recent articles, the spoofing of Phasor 

measurement unit (PMU) GPS receiver has been highlighted as a 

threat to power grid protection system. Having spoofed PMU 

GPS signals, one can manipulate the measurements and inject 

bad data to power grid protection system. The previous anti 
spoofing methods are all based on GPS signal analysis. The 

mentioned methods are just able to detect spoofing without any 

data refinement. Besides, some of these methods lose their 

certainty in noisy and harsh environments and some others need 
additional infrastructures which may be highly cost. 

In this paper, a novel anti spoofing algorithm has been proposed 

based on power grid infrastructures. The proposed algorithm 
relies on a robust PMU placement method against spoofing 

attacks. The algorithm is not only able to detect PMU GPS 

receiver spoofing, but also is able to refine manipulated data. 
 

Keywords-component; PMU; PMU placement; Spoofing 

attacks 

I.  INTRODUCTION 

Power grid’s safety is an important issue. Many 
investigations and efforts have been made to make power grid 
as secure as possible using the existing infrastructures. Any 
defective measurements or cyber risks threaten power grid’s 
security. Hence, many authors have proposed valuable 
algorithms to deal with bad data and consequently, ensure grid 
security, e.g. [1-6].  

Application of computers in supervisory control and data 
acquisition (SCADA) has made power grid vulnerable to cyber 
risks [7]. It will be so threatening if a hacker gets access to 
power system control network, computers and protection 
hardware. As the hacker can inject bad data by manipulating 
the measurements and subsequently cause protection system to 
malfunction. A threat which has been recently addressed by 
some literatures is the spoofing of phasor measurement unit 
(PMU) GPS receiver. 

PMUs provide us with synchronic voltage and current 
phasors from remote parts of the power grid using a common 
time reference. Data redundancy plays an important role in bad 
data processing and state estimation. Thus, some research 

works adopt strategic PMU placements to deal with bad data 
[8, 9]. 

Thus, the validity of synchrophasors plays an important 
role in power system’s security. In some literatures, the 
vulnerability of PMUs to time synchronization attacks has been 
studied [10-12]. 

 PMUs from dispersed locations of the power grid are 
synchronized using common time reference of a global 
positioning system (GPS). The GPS receiver of a PMU 
receives GPS signals from different satellites in radio 
frequency (RF). These signals contain unencrypted C/A code, 
which is basically used in civilian applications, e.g. PMU 
receivers, and the encrypted P(Y) code, which is basically 
applied for military aims. Unfortunately, unencrypted civil 
GPS signals are vulnerable to spoofing attack [13]. 

A GPS spoofing attack tires to deceive a GPS receiver by 
broadcasting fake GPS signals, which resemble a set of 
authentic GPS signals, or by rebroadcasting authentic signals 
which are recorded at a different time. 

A variety of methods have been proposed to deal with GPS 
spoofing. Some of these methods use external hardware like 
low cost inertial and magnetic sensors, odometers, stable 
clocks with high precious and cellular networks [14-15]. The 
aim is to deal with the problem based on the existing 
infrastructures and with the lowest price, thus, external 
assistance is not recommended. In some research works, 
authors attempt to use signal characteristics, rather than 
external hardware. Like signal’s power [16-17], quality [18] 
and angle of arrival (AOA) [10, 19-20]. 

In [17] a monitoring mechanism is applied in the RF front 
end using automatic gain control to detect spoofing. In the 
spoofing process, the fake signal has to overpower the 
authentic one so that a victim receiver will lock on to the more 
powerful fake signal. Thus, an abrupt increase in signal power 
implies the possibility of a spoofing attack. Therefore, 
checking for signal’s power can be regarded as a 
countermeasure against spoofing. The main drawback of this 
method is the low certainty due to the stochastic nature of GPS 
signal power. 
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Reference [10] proposes a cross-layer defense mechanism. 
The proposed mechanism uses angle of arrival (AOA) of the 
received signals to detect spoofing attack. The idea of AOA 
detection method is based on the fact that authentic signals 
from different satellites have different AOA. However, fake 
signals which are broadcasted from spoofer antenna have the 
same AOA.  

The methods which are based on AOA, e.g. [10, 19-20], 
need an extra antenna array which is not economically 
attractive. The drawback of this technique is also highlighted 
when a skilled spoofer uses different antennas in dispersed 
positions to broadcast the fake signals. 

Some other literatures are based on cryptographic 
techniques [13, 21-23]. Reference [13] for example, proposes a 
signal authentication architecture based on a network of 
cooperative receivers. The idea is based on the fact that a 
receiver in the network correlates its received military P(Y) 
signal with those received by other receivers. This can be an 
affective countermeasure against spoofing. However, some 
cryptographic authentication techniques basically require the 
modification of civil GPS signal structure, which may not be 
adopted by the whole GPS industry [10]. 

All the mentioned methods are valuable research works 
which deal with spoofing attack. However, this paper doesn’t 
suggest using the above methods to deal with the spoofing of 
PMUs. Because the existing infrastructures of power grids can 
easily act against spoofing attacks. At the same time PMU GPS 
receiver is a static receiver and its operation can easily be 
evaluated by PMU measurements.  

There are many bad data processing (BDP) algorithms 
which have previously been proposed in different literatures. 
Some of the BDP algorithms are also affective algorithms 
which may treat spoofing attack like any other bad data 
injection attacks. One may argue that some of the proposed 
BDP algorithms have the ability of detecting bad data caused 
by spoofing attacks. It should be pointed out that spoofing is 
more dangerous and probable than any bad data injection 
attacks as the attacker doesn’t need to have access to power 
grid hardware. The attacker can easily perform the spoofing at 
anywhere outside the substations. Therefore, detecting bad data 
is not the only goal here. Refining the manipulated 
measurements and finding their origin are also crucial goals. 
Having detected spoofing attack, it is essential to stop spoofing 
process. This may not be possible unless spoofing is 
investigated separately from bad data injection attacks. 

In this paper, a strategic PMU placement method has been 
applied to provide algorithm with data redundancy required for 
spoofing detection and data refinement. Hence, the algorithm is 
not only able to detect spoofing, but also able to refine the bad 
data produced by spoofing. 

The organization of this paper is as follows. Section two 
describes the spoofing process. The effect of spoofing on 
power grid is discussed in section three. The proposed robust 
PMU placement method against spoofing attacks has been 
described in Section four. Section five and six contain anti 
spoofing algorithm. Section seven and eight contain, 
respectively, simulation results and conclusions. 

II. THE DESCRIPTION OF SPOOFING PROCESS 

In the spoofing attack, the attacker first receives authentic 
GPS signals and then manipulates them in order to generate 
fake signals. Having generated the fake signals based on the 
threatening aims; it’s time to rebroadcast them. The signal 
acquisition of the GPS receiver is designed to search for the 
signals with highest signal to noise ratio (SNR) in a two 
dimensional space of code phase and carrier frequency. The 
GPS receiver tracks these signals and uses their information. 
To carry out the spoofing of GPS receiver, the spoofer needs to 
generate the signal which has higher SNR than the authentic 
one. Therefore, the spoofer first searches in the mentioned two 
dimensional space so that the fake signal overlaps the authentic 
one. Then a slight increase in fake signal’s SNR, causes the 
GPS receiver to lock on the fake signal and lose the track of the 
authentic one. 

 Having misled the receiver, the spoofer can launch the 
threatening plans by changing clock offset or position 
information of the receiver. As PMUs are static devices with 
certain positions, manipulating the position information is not 
the case here. However, changing the clock offset of the GPS 
receiver will result in erroneous data in the power grid. 

III. THE EFFECT OF SPOOFING IN POWER GRID 

PMUs are installed at power grid buses and are able to 
measure the voltage phasor of the bus with all the current 
phasors of the adjacent lines. These measurements will be 
labeled by their relative time stamps and will be used in 
protection and control systems. 

When a spoofer changes the clock offset of the GPS 
receiver, the time stamps of the measurements are modified 
and consequently, phase angles of the measurement are 
modified. Reference [24] describes three spoofing models 
which are as follows: data-level spoofing, signal-level spoofing 
and bent pipe spoofing (also called meaconing or replay 
attack).  

In both data-level and signal-level spoofing, the receiver’s 
time solution is modified while its position solution is not. A 
skilled spoofer can launch a data-level spoofing without 
significantly changing the computed receiver position from its 
pre-attack value. Depending on the number of spoofed satellite 
signals, the spoofer can cause significant phase angle errors. 
The phase angle error resulting from this type of spoofing can 
reach to 52 degrees in a 60-Hz power system. In the replay 
attack, the authentic GPS signals are recorded and 
rebroadcasted with a time delay while the position solution is 
as the same of spoofer receiver’s position solution. Therefore, 
the calculated time by the victim receiver is delayed and an 
error will be imposed to clock offset [24- 25]. 

IV. THE PROPOSED ROBUST PMU PLACEMENT METHOD 

AGAINST SPOOFING ATTACKS 

To launch the anti spoofing algorithm, the phasor 
measurements of each PMU are analyzed independently. Both 
current and voltage phasors are checked for tricky phase angle 
shift in short time intervals. The phase angle changes are either 
caused by power flow changes or by spoofing. Therefore, 
calculating the real phase angle changes caused by power flow 
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changes, let us detect the tricky angle shifts. This can be easily 
carried out using well-known load flow algorithms, e.g. 
Newton-Raphson algorithm.  

Depending on the required precise and size of the grid one 
can chose between these algorithms. Having applied Newton-
Raphson algorithm, power injections of the buses will be 
required to calculate phase angles. Hence, a PMU placement 
must be carried out to provide algorithm with authentic power 
injections, even under spoofing attacks. 

A PMU can make the installed bus and its neighboring 
buses observable. The objective of placing PMUs in power 
system in the normal condition is to decide a minimal set of 
PMUs such that the whole system is observable. Therefore, the 
placement of PMUs becomes a problem that finds a minimal 
set of PMUs such that a bus must be “reached” at least once by 
the set of the PMUs. For an n-bus system, the PMU placement 
problem can be formulated as follows [26]: 

1̂)(..

min
1
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Where X is a binary decision variable vector, whose entries 
are defined as: 
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f(x) is a vector function, whose entries are non-zero if the 
corresponding bus voltage is solvable using the given 

measurement set and zero otherwise. And 1̂ is a vector whose 
entries are all ones. 

The optimum PMU placement method for observability of 
power system in normal condition, with and without zero-
injection buses, has been explained in [26] and it’s not going to 
be explained here due to page limitation. 

In this paper, a three-step PMU placement method has been 
adopted to make the power system robust against spoofing 
attacks. The proposed method relies on the fact that, the 
calculated power flow of the spoofed PMU is still authentic, 
although the voltage and current phasors are wrong. It’s 
because the angle of voltage and current phasors have the same 
amount of shift. Hence, all the buses with an installed PMU, 
regardless of PMU being spoofed or not, can provide algorithm 
with authentic power flows of adjacent lines. 

 The three-step approach for PMU placement is as follows: 
In the first step, PMUs should be installed on all the radial 
buses. Radial bus is a bus which is connected to only one other 
bus. 

In the second step, optimum PMU placement has been 
carry out just as mentioned in [26] to make the whole grid 
observable. 

In the third step, optimum PMU placement has been 
formulated as follows: 
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Where, m is the number of PMUs which have been 

installed in the first and second steps. And X̂ is the binary 
decision variable vector for the remaining buses with a 

dimension of )(1 mn  . This PMU placement provides 

algorithm with authentic power injections of the PMU installed 
buses and a pair of calculated power injections at buses without 
a PMU installed. In normal condition of the power system, 
when no spoofing is in the process, the calculated data in a pair 
of power injection are the same. However, when a spoofing is 
in the process, some pairs will not contain same data. Thus, the 
algorithm must be executed for both data to evaluate their 
authentication. 

Having calculated resultant bus power injections, including 
load and lines’ power flows, bus voltages and angles are 
calculated using (3). 
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Where, [J] is the Jacobian matrix. Δδ and
V

V
represent, 

respectively, angle and relative voltage changes of buses. ΔP 
and ΔQ

 
represent, respectively, real and reactive power 

matrices which have been defined for Newton-Raphson 
algorithm. 

As line parameters are known, line currents can be easily 
calculated using (4). 
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Where, Is and IR are sending and receiving currents of the 
line, respectively. And Vs and VR are sending and receiving bus 
voltages. [Y] is the admittance matrix of the line and its 
elements are chosen based on the line model. 

V. HOW TO DETECT SPOOFING 

Let m

i  be the measured phase angle matrix and c

i  the 

calculated phase angles from (3) and (4) which are associated 

with the ith PMU. D will be a 1)1( n  matrix which is defined 

as follows: 

c

i

m

iiD                                           (5) 

Where n is the number current phasors which are measured 

by ith PMU. Also  m

i  and c

i
 
are illustrated as follows: 
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 If no spoofing occurs, all the elements of D are zero. 
However, if a spoofing is in the process, all the elements of D 
are equal and non zero. This condition is shown in the 
following constraint: 

0)1(...)2()1(  nDDD iii
     (8) 

Where   is the tricky phase angle shift caused by 

spoofing. Constraint (8) is checked continuously in short time 
intervals. It reveals whether a spoofing is in the process or not. 
Using this method, not only spoofing is detected but also the 
bad data is refined by subtracting angle shift from measured 
phase angles. This is illustrated in (9). 

1)1(]1[  n

m

i

r

i                               (9) 

VI. FLOWCHART OF THE ALGORITHM 

The flowchart of the algorithm has been shown in fig.1. In 
short and periodic time intervals, the algorithm is executed for 
each PMU. To launch algorithm, optimum PMU placement has 
been carried out according to section IV.  

In the first step, PMUs are installed in all the radial buses. 
In the second step, an optimum PMU placement is carried out 
according to (1). In the third step, PMU placement is 
performed according to (2) to make the whole grid robust 
against spoofing attacks. 

In the fourth step, initial authentic power injections of all 
the buses have been saved in [P] and [Q] matrices. The 
authentic current and voltage phasors of PMUs have been 
saved in [V] and [I] matrices. Having launched the algorithm, 
it’s executed for each PMU independently in short periods of 
time. The calculation is performed for all the PMUs using 
parallel processing. 

In the next step, the mentioned matrices are updated using 
refined data or authentic data from previous stage. 

New measurements of all the PMUs are gathered in step six 
to evaluate data. Resultant power injections can be easily 
calculated using bus voltage phasor and current phasors of 
lines. Hence, new [P], [Q], [V] and [I] matrices are made with 
new index m, which stands for “measured”. 

In normal condition of the power system, when no spoofing 
is in the process, the calculated data in a pair of power injection 
are the same. However, when a spoofing is in the process, 
some pairs will not contain same data. Thus, the algorithm 
must be executed for both data to evaluate their authentication. 

In the next step, algorithm checks whether all the calculated 
powers are the same or not. If the pair contains same data it 
will move to step nine. Otherwise, it will move to step eight. 

In step eight, two sets of matrices will be made. It should be 
notified that one of the sets is authentic. They are labeled as 
S1= {[P]1, [Q]1, [V], [I]} and S2= {[P]2,[Q]2, [V], [I]}. 

In step nine, c

i  will be calculated for the ith PMU using 

(3) and (4) for each set (It’s obvious that in the case of same 
pair data, only one matrix will be calculated). Also m

i  is 

made according to (7) and consequently Di is calculated for 
each set. 

Constraint (8) has been checked in the step ten. Any set of 
data which satisfies the constraint, will be identified as false set 
and the corresponding PMU will be regarded as the spoofed 
PMU (In the case of same data pairs, one Di will be available to 
be checked). 

In step eleven, algorithm will decide whether a PMU is 
spoofed or not. 

In the last step, the phasors of the spoofed PMU is refined 
using (9). 

VII. SIMULATINS 

 
Simulations have been performed for IEEE 14-bus and 24-

bus power grids. IEEE 14-bus and 24-bus systems have been 
shown in fig.2 and 3, respectively. 

 The optimum numbers of PMUs have been installed on 
both grids to make the system robust against spoofing attacks. 
The circles on buses represent the installed PMUs. 

Table I shows the installed PMUs in each step. Table II also 
shows the installed PMUs for the observability of grid under 
normal condition which has been addressed in [26]. 

 As the calculation of bus resultant power injection of all 
the buses is the aim of this placement, both tables show the 
PMU placements without considering zero injection buses. 

Due to page limitation, simulation has been carried out on 
IEEE 14-bus grid. A scenario has been considered in which the 
PMU of bus 2 is spoofed. The spoofing has been in process for 
five minutes and the algorithm checks for spoofing every thirty 
seconds. Having spoofed the PMU GPS receiver, the spoofer 
manipulates the data by imposing angle shift to the measured 
phasors. 

After five minutes an angle shift around 7.1 degrees has 
been imposed to measured data. This can be a real threat to 
power grid protection system as power flow of the lines are so 
sensitive to bus voltage angles. 

Bus 4 and 5 are observable indirectly by other PMUs. 
When PMU of bus 2 is spoofed, the calculated power 
injections of bus 4 and 5 using the spoofed data, will be 
different from the calculated power injections of the other 
PMUs.  

Hence, algorithm will make two sets of data, one from the 
spoofed PMU and one from other PMUs which provide 
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authentic data. Consequently, constraint (8) has been checked 
for each set of the pair. Having detected the phase angle shift, 
counterfeit angles can easily be refined. 

 

 
Figure 1.  Folowchart of the proposed algorithm 

TABLE I.  ROBUST PMU PLACEMENT AGAINST SPOOFING ATTACKS 

PMU placement IEEE 14-bus grid IEEE 24-bus grid 

Buses with installed 

PMUs in the first step 

8 7 

Buses with installed 

PMUs in the second 

step 

2, 6, 9 2, 3, 10, 16, 21, 23 

Buses with installed 

PMUs in the third step 

1, 3, 11, 13 5, 9, 13, 15, 17, 20 

Number of installed 

PMUs 

8 13 

TABLE II.  PMU PLACEMENT FOR OBSERVABILITY IN NORMAL 

CONDITION 

PMU placement IEEE 14-bus grid IEEE 24-bus grid 

Buses with installed 

PMUs 

2, 6, 7, 9 1, 2, 8, 13, 15, 17, 20 

Number of installed 

PMUs 

4 7 

 

 
Figure 2.  Robust PMU placement on IEEE 14-bus for spoofing detection 

 
 

Figure 3.  Robust PMU placement on IEEE 24-bus for spoofing detection 

Table III illustrates the measured data of the spoofed PMU 
when no anti spoofing algorithm has been implemented. The 
illustrated angle changes are due to load changes and spoofing. 
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Table IV illustrates the results of the anti spoofing 
algorithm for the mentioned scenario. As it’s shown in the 
table, constrain (8) is satisfied in every thirty second time 
interval and the phase angles have the same amount of shift. 
Thus, spoofing has been reported in each time interval. 

Having detected the tricky angle shift, the data can be 
refined using (9). Table V contains the refined data. The angle 
changes in this table are all due to load changes. As load of bus 
three gets an abrupt change from 40 MW to almost 100 MW in 
five minutes.  

This much phase angle shift can easily cause protection 
system to malfunction. The threat is also highlighted for bus 
voltage angle. Hence, a proper anti spoofing algorithm is 
crucial to deal with such a threat. As, simulation results shows, 
the proposed PMU placement method can provide us with data 
redundancy to deal with spoofing attacks. 

TABLE III.  THE MEASURED ANGLES OF THE SPOOFED PMU 

Time 

(min) 

Voltage 

angle 

(deg.) 

Line current angle(deg.) 

L2-4 L2-5 L2-1 L2-3 

0 -5.9 -5.41 -7.92 -178.6 -16.1 

0.5 -6.6 -5.85 -8.45 -179.1 -15.6 

1 -7.41 -6.30 -9.10 -180.7 -15.9 

0.5 -7.8 -7.31 -9.82 -180.5 -18.0 

2 -9.66 -7.83 -10.94 -180.3 -14.5 

2.5 -10.26 -8.42 -11.55 -180.9 -15.0 

3 -11.02 -9.15 -12.31 -181.6 -15.4 

3.5 -12.33 -9.96 -13.37 -181.3 -15.0 

4 -12.73 -10.36 -13.77 -181.7 -15.4 

4.5 -13.55 -11.20 -14.60 -181.5 -15.7 

5 -13.66 -11.83 -14.94 -184.3 -18.5 

 

TABLE IV.  RESULTS OF THE ALGORITHM IN SPOOFING CONDITION 

D2 elements D2(1) D2(2) D2(3) D2(4) D2(5) 

Corresponding 

angle shift in 

30 s 

Bus 
voltage 

angle 

shift 

L2-4 
Current 

angle 

shift 

L2-5 

Current 

angle 

shift 

L2-1 

Current 

angle 

shift 

L2-3 

Current 

angle 

shift Time 

(min) 

0 -0.4 -0.4 -0.4 -0.4 -0.4 

0.5 -0.5 -0.5 -0.5 -0.5 -0.5 

1 -0.6 -0.6 -0.6 -0.6 -0.6 

0.5 -0.8 -0.8 -0.8 -0.8 -0.8 

2 -0.8 -0.8 -0.8 -0.8 -0.8 

2.5 -0.6 -0.6 -0.6 -0.6 -0.6 

3 -0.7 -0.7 -0.7 -0.7 -0.7 

3.5 -0.7 -0.7 -0.7 -0.7 -0.7 

4 -0.4 -0.4 -0.4 -0.4 -0.4 

4.5 -0.8 -0.8 -0.8 -0.8 -0.8 

5 -0.8 -0.8 -0.8 -0.8 -0.8 

TABLE V.  THE REFINED ANGLES OF THE SPOOFED PMU DATA 

Time 

(min) 

Load3 

(MW) 

Voltage 

angle 

(deg.) 

Line current angle(deg.) 

L2-4 L2-5 L2-1 L2-3 

0 40 -3.30 -2.81 -5.32 -176 -13.5 

0.5 44 -3.50 -2.75 -5.35 -176 -12.5 

1 50 -3.71 -2.6 -5.40 -177 -12.2 

0.5 40 -3.30 -2.81 -5.32 -176 -13.5 

2 74 -4.36 -2.53 -5.64 -175 -9.2 

2.5 75 -4.36 -2.52 -5.65 -175 -9.1 

3 80 -4.42 -2.55 -5.71 -175 -8.8 

3.5 100 -5.03 -2.66 -6.07 -174 -7.7 

4 100 -5.03 -2.66 -6.07 -174 -7.7 

4.5 103 -5.05 -2.7 -6.10 -173 -7.2 

5 74 -4.36 -2.53 -5.64 -175 -9.2 

 

VIII. CONCLUSION 

In this paper, a new PMU placement method has been 
proposed which makes the power grid robust against spoofing 
attacks. 

Having adapted the mentioned placement method, a new 
anti spoofing algorithm has been developed to deal with 
spoofing attacks. The algorithm can not only detect spoofing 
but also can refine the manipulated data. The defects of 
previous anti spoofing algorithms have been discussed and the 
effectiveness of the proposed algorithm has been proved by 
simulation. 
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