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ABSTRACT

Wireless sensor networks have been established for a wide range of applications in adversarial environments, which makes

secure communication between sensor nodes a challenging issue. To achieve high level of security, each pair of nodes must

share a secret key in order to communicate with each other. Because of the random deployment of sensors, a set of keys

must be pre-distributed, so that each sensor node is assigned a set of keys from a key pool before the deployment. The keys

stored in each node must be carefully selected to increase the probability of key share between two neighboring nodes. In

this paper, we consider a hybrid key pre-distribution scheme based on the balanced incomplete block design. We present

a new approach for choosing key pool in the hybrid symmetric design that improves the connectivity and scalability of

the network. We also introduce an extension to the proposed approach to detract memory usage and improve resilience.

Experimental results verify the performance and applicability of our approach. Copyright © 2014 John Wiley & Sons, Ltd.
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1. INTRODUCTION

A wireless sensor network (WSN) is a collection of sen-

sor nodes deployed in an area for several applications of

various domains such as military, medical, urban, and bio-

surveillance systems [1]. These nodes communicate with

each other over wireless links to relay the monitored data

to a central node (called base station) or to each other. In

many applications, WSNs are deployed in unsafe environ-

ments. Moreover, as with any radio-based medium, there

exists possibility of various attacks in WSN. Therefore,

security is an important issue in these networks.

Wireless sensor networks differ from other networks in

several aspects; sensor nodes have limited computing capa-

bility, limited energy, and memory capacity. Moreover,

their location is usually unknown before the deployment.

For a secure communication, any two nodes should share

a common secret key. There are several key distribution

and agreement approaches, known as key management

schemes, which can be used in such networks.

Various classifications of key management schemes

have been addressed by researchers [2–5]. We consider

the most common categorization of key management

approaches: self-enforcing, pre-distribution, and trusted

server, as shown in Figure 1. Because of the random

deployment of nodes, lack of trusted infrastructure, and

resource constraints, key pre-distribution schema seems to

be the best solution, which is used in most of the research

studies [2,3,5].

In the key pre-distribution schemes, keys are assigned

to each sensor node from a set of keys called key pool by

a trusted key distribution center (KDC), before the deploy-

ment of the network. So each node has a set of keys called

key chain. Every pair of nodes, which need to communicate

with each other, must share at least a common key from

their key chains and have to be in each others radio range.

If they do not share a common key directly, they can com-

municate through a path called key path in which each pair

of neighboring nodes shares a common key.

Metrics that are usually used to evaluate a key pre-

distribution scheme are connectivity, resilience, scalability,

and key-chain size. Given any two nodes, connectivity

is the probability of key share between them. Resilience

refers to the stability of the sensor network against node

capture attack. Usually, these two parameters are in conflict

[5,6]. Scalability is the ability to support larger network
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Figure 1. Classification of key management schemes in wire-

less sensor network.

size [7]. Key-chain size is related to the number of keys

in the key chain of a node; key-chain size is tied to the

memory capacity of sensor nodes [5].

Key pre-distribution schemes can be divided into three

categories (Figure 1): (i) Probabilistic: key chains are cho-

sen from a key pool in a random manner and are assigned

to sensor nodes; (ii) Deterministic: key chains are cho-

sen on the basis of a predefined arrangement; and (iii)

Hybrid: combination of the probabilistic and deterministic

approaches to inherit best of both worlds.

Although various approaches exist in the literature for

each of the aforementioned categories, in this paper, our

main focus is on hybrid key pre-distribution scheme based

on combinatorial design, which is a subset of the determin-

istic class and its combination with probabilistic approach.

In [8], a key distribution scheme based on combinatorial

design, called symmetric design, is proposed. Although the

symmetric design has many desirable properties, it is not

scalable. To support large networks, we need large key pool

and therefore larger key chains, which is beyond the capa-

bilities of typical sensor nodes that have limited memory.

To remedy this issue, Çamtepe and Yener propose hybrid

version of the symmetric and probabilistic designs for a

given number of nodes and key-chain sizes [8]. Hybrid

symmetric design enhances scalability and resilience of the

network while reduces key share probability of the core

symmetric design [5].

1.1. Our contribution

In this paper, we propose a hybrid key pre-distribution

scheme based on balanced incomplete block design

(BIBD); a combinatorial-based design. Our scheme mod-

ifies the hybrid symmetric design [8] in order to improve

key share probability and scalability yet providing the

same resilience against node capture attack. The idea is

to use two similar key pools with some different keys

in contrast to the hybrid symmetric scheme, which uti-

lizes one key pool and its complement. By this way,

our proposed scheme, so-called modified hybrid symmet-

ric (MHS) design, scales to large networks and facil-

itates the addition of new nodes without the need for

key distribution re-organization comparing with the hybrid

symmetric design.

We introduce a parameter to specify a desired level

of connectivity for various application-specific scenarios.

Using this parameter, a network designer can establish

a trade-off between connectivity and resilience based on

the application requirements. Furthermore, we introduce

an extension to the proposed approach to reduce the

key-chain size and therefore memory usage, which also

enhances resilience.

We emphasize that our main objective in the proposed

approach is to improve the scalability of BIBD-based

schemes and enhance the key share probability of the

hybrid symmetric design.

The rest of the paper is organized as follows. Section 2

presents background that is used throughout the paper.

It further discusses the related work and preliminaries.

Section 3 provides basic features of our system and adver-

sarial model. Section 4 describes the proposed approach

and its analysis in detail. Section 5 compares the per-

formance of the proposed approach with that of hybrid

symmetric design. Finally, Section 6 concludes the paper

and highlights the future research directions.

2. BACKGROUND AND
RELATED WORK

In the last few years, with the increasing use of WSNs

in many applications, security and key management issues

become an essential concern in such networks. In this

section, we focus on some key pre-distribution schemes

more related to our work. We follow by explaining a spe-

cial type of combinatorial design, which is the fundamental

basis for our proposed approach.

2.1. Security in wireless sensor network

Security has been a major concern in network design and

especially in WSNs. Several applications require some

secure infrastructures to protect the exchanged data from

malicious activity. According to the security requirements

in WSNs and resource constraints in such networks [9],

two sensor nodes, which need to establish communica-

tion, require some type of secure mechanism among which

pairwise schemes have gained interesting attention in the

literature [2,4]. Pairwise schemes work as follows: Each

node is assigned a set of keys, that is, key chain, to be used

in communication with other nodes. If two nodes need to

establish a secure connection, they have to be within each

others radio range and also possess common keys. More-

over, if such direct link does not exist between these nodes,

communication is established through a secure multi-hop

path. Figure 2 demonstrates an example of such path in

a WSN.

Various approaches have been proposed to attain pair-

wise security in WSNs. One simple solution is to utilize

unique pairwise keys for each pair of nodes in the net-

work. The main drawback of such scheme is the memory

overhead for large network size because it leads to storing
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Figure 2. An example of a secure path in wireless sensor

network.

N – 1 keys in each node where N is the network size.

Another disadvantage of this scheme is its scalability. In

another interesting approach [10], a randomized key distri-

bution scheme based on random graphs has been proposed

in which each pair of nodes is connected to each other with

some probability p. As WSNs need sufficient connectivity

in order to carry out the planned functionality, determin-

istic key distribution schemes have been studied in the

literature [2,3,5], which seem to enhance the probability of

key share.

2.2. Key pre-distribution

A key pre-distribution scheme consists of three phases: key

pre-distribution, shared-key discovery, and path-key estab-

lishment. In the first phase, a key chain that consists of

several keys is assigned to each sensor node by KDC from

a key pool. Any pair of nodes, which need to communicate

with each other and are in each others radio range, must

find at least a common key in the shared-key discovery

phase. The two nodes accomplish this phase by exchang-

ing the list of their key identifiers. If they do not share one

common key with each other, they may establish a secure

path using one or more intermediate nodes, along which

each pair of nodes shares a common key. This last phase is

the path-key establishment [11].

As mentioned earlier, key pre-distribution schemes can

be classified into three categories: probabilistic, determin-

istic, and hybrid. Several approaches proposed in each

classification of key pre-distribution schemes are as fol-

lows. The probabilistic approaches have been studied by

many researchers among which Eschenauer and Gligor

[11] and Chan et al. [10] were the first to propose random

key pre-distribution schemes in WSNs based on random-

graph theory. Qian [12] propose a key pre-distribution

scheme in which a hash function is used to improve

resilience against node capture attack. These approaches

do not guarantee that each pair of nodes has a common

key. In [13], Li et al. propose a threshold for random key

pre-distribution schemes by which they guarantee that each

node in the network can establish a secure path with its `-

hop neighbors. Catakoglu and Levi [14] propose an uneven

key pre-distribution scheme for mobile WSNs, which uses

multiple distinct key pools for each generation of nodes

that improves resilience of the network.

As shown in Figure 1, deterministic category can be

further categorized into matrix-based, polynomial-based,

and combinatorial-based schemes [5]. In [15], Blom pro-

pose a matrix-based approach for establishing pairwise

keys. Chien et al. [16] extend Blom’s scheme to improve

resilience. In the second class of deterministic schemes,

polynomial-based key pre-distribution approach proposed

by Blundo et al. [17]. This scheme uses a bivariate t-degree

symmetric polynomial to establish secure connection. In

[18], Wang and Chen propose a grid-based pairwise key

pre-distribution scheme, which uses multiple polynomials

for each row, each column, and each diagonal in the grid.

There are several combinatorial designs such as block

designs, transversal designs, and t-designs [19], which

can be used as deterministic approaches for key pre-

distribution purpose. Çamtepe and Yener [8] propose sym-

metric design based on BIBD, which provides full connec-

tivity in the network. Bechkit et al. [20] propose another

key pre-distribution approach based on unital design theory

to improve scalability while providing good connectivity.

Several schemes exist in the hybrid category, which

inherit benefits of both probabilistic and deterministic

schemes to enhance the aforementioned metrics. Matrix-

based hybrid approach has been studied in [21] and [22].

Liu et al. [23] propose a polynomial pool-based approach,

which is a combination of the random scheme proposed

by Eschenauer and Gligor with the Blundo’s scheme

[17]. Çamtepe and Yener [8], Chakrabarti et al. [24], and

Kavitha and Sridharan [25] propose hybrid designs for

key pre-distribution in sensor networks, which employ

combinatorial designs.

2.3. Key pre-distribution based on

combinatorial design

Various deterministic key pre-distribution approaches have

been proposed, which most of them suffer from memory

overhead, computation and communication complexity,

which increase the energy consumption. Combinatorial

designs have been utilized to alleviate these issues.

Çamtepe and Yener [8] propose a key pre-distribution

scheme using symmetric BIBD. Another approach based

on the symmetric BIBD scheme [8] has been proposed by

Srinivasa et al. [26] in which multiple key spaces are con-

structed out of a key pool instead of a single key space.

In another study, Lee and Stinson [27] use transversal

design for key pre-distribution. Shafiei et al. [28] propose

a method using expander graphs to deterministically dis-

tribute key chains. Addya and Turuk [29] use Steiner triple

system, which is a combinatorial design to pre-distribute

keys. A triangular partially BIBD-based scheme is pro-

posed by Ruj and Roy [30]. Recently, Ruj et al. [31]
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use strong Steiner trades for key distribution in static and

mobile WSNs, which improve resilience against node cap-

ture attack. They also propose a triple-key distribution

scheme in which every three nodes share a common key.

The goal of the combinatorial design theory is to parti-

tion various elements of a finite set into subsets such that it

satisfies certain properties. A particularly interesting com-

binatorial design is the BIBD. In what follows, we provide

some properties of BIBD.

Definition 1. A (v, k, �)-BIBD or equivalently

(v, b, r, k, �)-BIBD is a design in which v distinct objects

are arranged into b blocks where each block contains

exactly k distinct objects and each object occurs in exactly

r different blocks such that each pair occurs together in

exactly � blocks. In particular, a BIBD is called symmetric

BIBD when b = v and r = k.

A (q2 + q + 1, q + 1, 1)-BIBD is called a projective plane

of order q, and a (q2, q2 + q, q + 1, q, 1)-BIBD is considered

as an affine plane of order q, where q � 2 [32].

The following theorems are popular theorems in com-

binatorial design theory. For proof, see [32].

Theorem 1. For every prime power q � 2,

� There exists a symmetric (q2 + q + 1, q + 1, 1)-BIBD

(i.e., a projective plane of order q).
� There exists a (q2, q, 1)-BIBD (i.e., an affine plane of

order q).

Definition 2. A Latin square of order q is a q � q array

of q symbols such that each symbol occurs only once in

each row and in each column. Suppose that L1 and L2 are

two Latin squares of order q. So L1 and L2 are Orthog-

onal Latin Squares if for every x = L1(i, j) and for every

y = L2(i, j), there exists a unique cell (i, j), which contains

(x, y). A set of n Latin squares (L1, L2, : : : , Ln) of order q

are Mutually Orthogonal Latin Squares (MOLS) if they are

orthogonal in pairs.

Theorem 2. Let q � 2. Then, the existence of each of

the following designs implies the existence of the other

two designs:

(1) q – 1 MOLS(q);

(2) an affine plane of order q;

(3) a projective plane of order q.

Therefore, an affine plane can be constructed using

q – 1 MOLS of order q, and then, it can be converted to

a projective plane, which is a symmetric (q2 + q + 1, q +

1, 1)-BIBD.

The construction of symmetric (v, k, �)-BIBD can be

summarized as follows:

� Considering N as the number of nodes in the network;
� Finding the minimum prime power q such that q2 +

q + 1 > N;
� Generating q – 1 MOLS of order q;
� Generating q2 blocks of affine plane of order q;
� An affine plane is basically a projective plane, which

is a symmetric (q2 + q + 1, q + 1, 1)-BIBD.

Çamtepe and Yener [8] propose a so-called symmetric

key pre-distribution design based on symmetric (v, k, �)-

BIBD with parameters (q2 + q + 1, q + 1, 1) in which q is a

prime power that q2 + q + 1 > N, where N is the number of

nodes in the network. Each block is generated according to

Definition 1 and then assigned to each node as a key chain.

Mapping from symmetric BIBD to key pre-distribution is

demonstrated in Table I.

The main advantage of their scheme is that it provides

full connectivity between any pair of nodes in the network.

However, adding more nodes to the network calls for larger

key pool and hence relatively large key chains, which

reduces the scalability of the scheme. Moreover, memory

usage of the approach is considerable when the number of

nodes grows. In the case of resilience, because providing

higher connectivity leads to lower resilience, symmetric

design gains full connectivity at the cost of diminishing

the resilience. To address these problems, Çamtepe and

Yener [8] proposed a hybrid design according to which the

complement of each block is used in order to provide key

chains for additional nodes.

Let D = (v, k, �) be a block design with a set |S| = v

objects and B = {B1, B2, : : : , Bb} of |B| = b blocks in

which every block comprises exactly k objects. In a com-

plementary setting, ND consists of the complement blocks
NBi = S – Bi for 1 � i � b. The block design ND has parame-

ters (v, b, b – r, v – k, b – 2r + �), where (b – 2r + � > 0) in

Table I. Mapping from symmetric balanced incomplete block design to key pre-distribution.

Symmetric BIBD Key distribution

Object set (S) Key pool (KP)

Object set size (|S| = v = q2 + q + 1) Key-pool size (|KP| = v = q2 + q + 1)

Blocks Key chains

Number of blocks (b = q2 + q + 1) Number of key chains (b = q2 + q + 1)

Number of objects in a block (k = q + 1) Number of keys in a key chain (k = q + 1)

Number of blocks containing an object (r = q + 1) Number of key chains containing a key (r = q + 1)

Number of shared objects between two blocks (� = 1) Number of shared keys between two key chains (� = 1)

BIBD, balanced incomplete block design.
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which ND = (v, v – k, v – 2r + �) is a symmetric design if and

only if D = (v, k, �) is a symmetric design.

Consider a sensor network of N nodes, where each node

can store at most K keys because of its memory limita-

tions. In hybrid symmetric design approach [8], the largest

prime power q is considered in a way that q + 1 � K.

Then, b blocks of size q + 1 are generated and assigned to

M nodes as key chains, where M < N. Among k-subsets

of the complementary design, N – b blocks are randomly

selected for each of the remaining N –M nodes. The hybrid

symmetric design improves scalability and resilience of the

network by sacrificing key sharing probability of the core

symmetric design [5].

To reduce the memory usage of the symmetric design,

Srinivasa et al. [26] propose a multiple key-space approach

based on symmetric BIBD. For a network of size N, they

consider a prime power n such that n2 + n + 1 > N and con-

struct a symmetric design from key pool P. In this scheme,

the nodes are partitioned into kn groups, and each sensor

node belonging to a group is assigned a key chain from

the corresponding key space, which is a subset of the key

pool P. Therefore, there are kn key spaces such that each

of which contains m2 + m + 1 blocks (key chains), where m

is a prime power. As each key space is constructed on the

basis of (m2 + m + 1, m + 1, 1) design, each pair of nodes,

which is assigned key chains from the same key space,

shares a common key, while the nodes, which are assigned

key chains from different key spaces, may or may not share

a common key. The values of m and kn are selected in such

a way that the minimum number of additional key chains

is generated by the design. The main advantage of this

scheme is that it reduces the key-chain size and memory

usage compared with the symmetric design. This approach

provides the same resilience as the symmetric design yet

decreases the probability of key share and scalability.

3. MODEL AND ASSUMPTIONS

This section provides the basic characteristics and assump-

tions of our scheme. Detailed description is deferred to the

next section.

3.1. System model

Suppose a WSN comprises of N sensor nodes randomly

deployed in the region of interest. We assume that each

sensor node is pre-loaded with a key chain (including

key identifiers) according to our proposed scheme, which

will be explained in Section 4. We consider a key pre-

distribution scheme consists of three phases. In the key

pre-distribution phase (as the first phase), the base station

or KDC generates two key pools and a number of key

chains based on the proposed algorithm and then assigns a

key chain to each sensor node before the deployment of the

network. After the deployment phase, sensor nodes, which

reside in the communication range of each other, perform

the shared-key discovery phase. In this phase, each pair

of neighboring nodes exchanges the list of their key iden-

tifiers to find the shared keys. The last phase is path-key

establishment in which two nodes that do not share any

common key establish a secure path through other nodes in

the network.

3.2. Adversarial model

We suppose that the key pre-distribution phase of our pro-

posed scheme is secure, because it is performed before the

deployment of the network. Therefore, an adversary can-

not obtain any information about the key pools and key

chains from this phase. We also assume that the shared-key

discovery phase is attack-free, because we only exchange

the key identifiers as explained in [11]. So an attacker

cannot access the keys stored in each node without captur-

ing that node. He or she also cannot spoof the identity of

the node to communicate with other nodes, without com-

promising the keys stored in that node. We assume that

whenever a sensor node is captured by an attacker, all the

keys stored in that node are revoked from other nodes’ key

chains. To this end, KDC broadcasts a revocation message

containing captured keys’ identifiers. Consequently, all the

links, which were secured with the compromised keys, will

be broken. It is worth mentioning that an attacker can-

not recognize which nodes are assigned key chains from

which key pool after network deployment. Therefore, he

or she cannot selectively capture nodes based on a specific

key-pool values.

The characteristics of WSNs make such networks vul-

nerable against various types of attacks. There is no com-

prehensive solution to resist against all kinds of attacks.

Node capture attack is a general and serious attack, which

affects security credentials of WSNs and considered as the

first step for other kinds of attacks [33–36]. In this paper,

we only focus on node capture attack and leave evaluating

of the other kinds of attacks for future work.

4. THE PROPOSED APPROACH

We have modified the hybrid symmetric design [8] to

address the problem of low key share probability. Let N be

the number of nodes in the network. We propose a key pre-

distribution scheme to decide on choosing N key chains

from two key pools and assign them to sensor nodes. We

recall that this key generation phase is performed by the

KDC before the deployment of sensor network.

To generate key pools and key chains, we first find the

largest prime number q such that q2 + q + 1 < N and use

symmetric BIBD with parameters (q2+q+1, q+1, 1) to gen-

erate b blocks (key chains) of size q+1, where objects come

from object set KP1, which refers to the first key pool,

that is, a set of v keys. Then, we assign these b blocks as

well as the corresponding key identifiers to b nodes, where

b < N. For the remaining N –b nodes, instead of generating

complementary design as proposed in [8], we use another

symmetric BIBD with the same parameters as the first

Security Comm. Networks 2015; 8:1561–1574 © 2014 John Wiley & Sons, Ltd. 1565
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Figure 3. An example of the proposed approach.

symmetric design, but with a new object set KP2, which

refers to the second key pool, that is, a set of v keys. We

introduce a parameter, called d, which denotes the number

of different keys between KP1 and KP2. Thus, KP2 is con-

structed in a way that it comprises d different keys from

KP1 and the remaining b-d keys are the same. Finally, we

assign N – b blocks randomly selected from the blocks that

are generated from KP2, to the remaining N–b nodes along

with the corresponding key identifiers. Our proposed key

pre-distribution approach for a sensor network of size N

can be summarized in the Algorithm 1. Figure 3 shows an

example to clarify the aforementioned algorithm.

Example 1. Consider a network with N = 10 nodes.

According to Algorithm 1, we set q = 2. Then, we cons-

truct a (7, 7, 3, 3, 1)-symmetric design. Let KP1 = {1, 2, 3,

4, 5, 6, 7} be a set of v = 7 objects (keys). We can gen-

erate b = 7 blocks (key chains) as B = {(1, 2, 3), (1, 4, 5),

(1, 6, 7), (2, 4, 6), (2, 5, 7), (3, 4, 7), (3, 5, 6)}. As it can be

observed, each key chain contains k = 3 keys, every

key appears in r = 3 key chains, and each pair of

distinct keys exists in � = 1 key chain. To gener-

ate the second key pool, let d = 1 and thus KP2 =

{1, 2, 3, 4, 5, 6, 8}. Then, we generate b = 7 key chains as

M = {(1, 2, 3), (1, 4, 5), (1, 6, 8), (2, 4, 6), (2, 5, 8), (3, 4, 8),

(3, 5, 6)}. Finally, we assign key chains from B to seven

random selected nodes out of 10 nodes, for example,

(1, 2, 3) ! node1 and (2, 5, 7) ! node2. Furthermore, the

remaining three nodes are assigned key chains from M, for

instance, (2, 5, 8) ! node9.

As the symmetric BIBD guarantees full connectivity of

every pair of nodes, when both nodes are assigned key

chains selected from the same set of blocks, that is, either

M or B, the probability that these nodes share a common

key in our approach is 1. On the other hand, for small

Algorithm 1: Modified hybrid symmetric design

Input: N

Find the largest prime number q

where q2 + q + 1 < N;

Generate the first symmetric

(q2 +q+1, q+1, 1)-BIBD with the following key pool:

� KP1 = {K1, K2, : : : , Kv} containing v objects,

Generate b blocks B = {B1, B2, : : : , Bb} from KP1;

Choose a number d where 0 < d � q2 + q + 1;

Generate the second symmetric

(q2 +q+1, q+1, 1)-BIBD with the following key pool:

� KP2 = {K0
1
, K0

2
, : : : , K0

v} containing v objects,
� KP2 is generated in a way that d keys differ from

KP1 and other keys are the same,

Generate b blocks M = {M1, M2, : : : , Mb} from KP2;

Assign b blocks from B to b nodes (b < N);

Choose N – b blocks from M in a random manner and

assign them to N – b remaining nodes.

values of d, each pair of nodes, which is equipped with

key chains from different set of blocks, may share a com-

mon key with a good probability, that is, PMHS, which

will be discussed later. If they do not share a common

key directly, they can communicate through a key path. As

there is a trade-off between connectivity and resilience, in

order to have better resilience, we can choose larger values

for d. Therefore, we can state that our proposed approach is

application specific, because by choosing appropriate val-

ues for d, we can fulfill each applications’ requirements in

terms of connectivity or resilience.

4.1. Analysis of the proposed approach

In what follows, we provide an analysis of connectivity,

scalability, and resilience of the proposed scheme (MHS

design) compared with that of hybrid symmetric design.

Various notations that are used in this section are summa-

rized in Table II.

4.1.1. Connectivity.

According to the analysis in [8], the probability that any

pair of nodes share at least a common key in the hybrid

symmetric design is limited to

PHSYM � QBB + QHB + PHQH + QHH (1)

and

PHSYM � QBB + 0.5QHB + PHQH + QHH (2)
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Table II. List of notations that are used in the paper.

Variable Description

N Number of nodes

q A prime number that satisfies certain conditions

d Number of different keys between two considered key pools

PHSYM Probability of a node having a common key with every other nodes in the hybrid symmetric design

PMHS Probability of a node having a common key with every other nodes in the modified hybrid symmetric design

POMHS Probability of a node having a common key with every other nodes in the optimized modified hybrid symmetric design

KPi A set of keys as key pool i

PBB Probability that a pair of selected key chains is generated from KP1

PMM Probability that a pair of selected key chains is generated from KP2

PMB Probability that a pair of selected key chains is generated from KP1 and KP2

P� Certain probability of key share for various scenarios

Ac Event that the adversary captures c nodes and thus c key chains

Ci Event that a key chain, which includes key i, is compromised

li Event that link L uses key i to communicate with another node

where

QBB =
b(b – 1)

N(N – 1)

QHB =
2b(N – b)

N(N – 1)

QH =
(N – b)(N – 2b)

bN(N – 1)

QHH =
(b – 1)(N – b)2

bN(N – 1)

and,

PH = 1 –

 

q2 – q – 1

q + 1

!

 

q2

q + 1

!

Similar to the hybrid symmetric design, in our

approach, considering the set B [ M of blocks, every pair

of blocks (˛, ˇ) selected for assigning to a pair of nodes

can be one of the following three types:

� Type-BB: ˛ 2 B and ˇ 2 B,
� Type-MM: ˛ 2 M and ˇ 2 M,
� Type-MB: ( ˛ 2 M and ˇ 2 B) or (˛ 2 B and ˇ 2 M).

The probability that any pair of blocks from the first

symmetric design (in which blocks are generated from

KP1) have one common object is PrBB = 1 (according to

the features of symmetric BIBD).

Similarly, the probability that any pair of blocks from

the second symmetric design (in which blocks are gen-

erated from KP2) have one common object is PrMM =

1.

Moreover, the probability that any pair of blocks (˛, ˇ),

where (˛ 2 B and ˇ 2 M) or (˛ 2 M and ˇ 2 B) have at

least a common object is PrMB = b–d
b

.

Therefore, the probability PMHS that any pair of blocks

share one or more objects in the MHS design is

PMHS = PBB + PMM + PrMBPMB (3)

where Pi denotes the probability that a pair of selected

blocks is in type i for i 2 {BB, MM, MB}. Thus,

PBB =

 

b

2

!

 

N

2

! =
b(b – 1)

N(N – 1)

PMM =

 

N – b

2

!

 

N

2

! =
(N – b)(N – b – 1)

N(N – 1)

and,

PMB =

 

b

1

! 

N – b

1

!

 

N

2

! =
2b(N – b)

N(N – 1)

therefore,

PMHS =
b(b – 1) + (N – b)(N + b – 2d – 1)

N(N – 1)
(4)

Note that in Equation (4), the probability of key share in

our approach depends on the value of parameter d. To com-

pare the two approaches, that is, our proposed approach

and the hybrid symmetric scheme, in terms of connectivity,

we can state that choosing a specific value for d yields a

precise probability of key share in our approach. However,

according to Equations (1) and (2), the probability of key

share in the hybrid symmetric design is bounded and may

not be specific.
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Table III. Comparison of the proposed approach and the hybrid symmetric design in terms of the probability of key share.

N = 800 q = 23 0.78 � PHSYM � 1

d 50 100 150 200 250 300

PMHS 0.962 0.923 0.884 0.846 0.807 0.769

N = 1700 q = 37 0.857 � PHSYM � 1

d 100 200 300 400 500 600

PMHS 0.980 0.960 0.939 0.919 0.899 0.878

N = 10500 q = 101 0.981 � PHSYM � 1

d 1 100 2100 3100 4100 5100 6100

PMHS 0.996 0.992 0.989 0.985 0.982 0.978

Table III summarizes the probability of key share results

obtained from Equations (1), (2), and (4) for the hybrid

symmetric scheme (PHSYM) and the proposed approach

(PMHS). We have evaluated the schemes with varying num-

ber of nodes: N = 800, N = 1700, N = 10 500, and several

values for d.

Our approach is also preferable from another aspect. As

it can be seen in Table III, the value of d plays an impor-

tant role in the connectivity of the network. Small values

of d result in higher probability of key share, whereas large

values of d lead to lower connectivity. Thus, this parame-

ter can be useful for situations in which a network designer

wants to ensure a certain probability of key share (P�). The

following equation can be used to obtain the suitable value

for d.

d =
(N – b)(N + b – 1) – P�N(N – 1) + b(b – 1)

2(N – b)
(5)

4.1.2. Scalability.

In the proposed approach, we have considered two key

pools of size v = q2 + q + 1 in such a way that they differ

from each other in d keys. We select d different objects

from KP1 in an unordered manner and replace them with

new objects, where 0 < d � q2 + q + 1. So we have d-

combinations for all d subsets of the KP1. Therefore, we

can support network sizes up to

v
X

d=1

 

v

d

!

= 2q2+q+1 – 1 (6)

while the maximum network size that the hybrid symmet-

ric design can support is determined in [8] as

 

v

k

!

=

 

q2 + q + 1

q + 1

!

(7)

where k = q + 1 is the key-chain size.

Note that our approach outperforms the hybrid symmet-

ric scheme in terms of scalability. The proposed approach

supports addition of new nodes after network deployment

without a need to re-organizing the network and keys

stored in each sensor node. As we explained earlier, we

consider two same key pools with d different keys to gen-

erate a set of key chains for assigning to each sensor node

before the deployment of the network. As it can be realized

from Algorithm 1, in MHS scheme, the number of gener-

ated key chains is more than the initial number of nodes in

the network. Therefore, additional nodes can be deployed

at any time assigning a key chain from the remaining set of

pre-produced key chains without the need for re-organizing

the key pool and key chains. If the number of newly added

nodes be more than available key chains, we can simply

choose another d keys from the KP1 and replace them with

new keys. Using Algorithm 1, we will be able to gener-

ate b new key chains to assign to new nodes without the

need for re-keying in previously deployed nodes in the

network. We can consider this new key pool as KP0
2
, and

the same analysis as the previous subsection could be per-

formed. Referring to Equation (4), we can state that this

newly added nodes may share a common key with the other

existing nodes in the network with a good probability.

4.1.3. Resilience.

We consider resilience as the probability that a link

is compromised when an attacker captures c randomly

selected nodes and their key chains. Let Ac denotes the

event that the adversary captures c nodes and thus c key

chains. We are interested in computing the probability that

link L is compromised, which can be defined as follows:

Pr (L | Ac) =

v
X

i=1

Pr (li) Pr (Ci | Ac) (8)

where li denotes the event that link L uses key i to com-

municate with another node and Ci denotes the event that

a key chain, which includes key i, is compromised.

In our proposed approach, each key exists in r = q +

1 key chains, and two communicating nodes must have a

common key i in their key chains. We have two key pools

and two key chain sets each of which has b = q2 + q + 1

key chains. Let the number of key chains in the first and

the second key chain sets be b1 and b2, respectively, where

b1 = b2. So, the probability that a link between two nodes

is secured using key i is
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Pr(li) =

 

2r

2

!

 

b1 + b2

2

! =

 

2q + 2

2

!

 

2q2 + 2q + 2

2

!

=
(q + 1)(2q + 1)

(q2 + q + 1)(2q2 + 2q + 1)

(9)

Moreover, the probability that the key i appears in one

or more of c compromised key chains is

Pr(Ci | Ac) � 1 –
˛ + ˇ + 
 

b1 + b2

c

! (10)

where

˛ =

 

b1 + b2 – 2r

c

!

in which we consider b1 + b2 – 2r as the number of key

chains that does not contain the key i if the key is selected

from the common keys between two key pools.

ˇ =

 

b1 – r

c

!

in which we consider b1 – r as the number of key chains

that does not contain the key i if the key is selected from

the keys, which appears only in KP1.

and

 =

 

b2 – r

c

!

in which we consider b2 – r as the number of key chains

that does not contain the key i if the key is selected from

the keys, which appears only in KP2.

Substituting each variable in Equation (10) with its

formula yields

Pr(Ci | Ac) � 1 –

 

2q2

c

!

+ 2

 

q2

c

!

 

2q2 + 2q + 2

c

! (11)

Therefore, the probability that a link is compromised

when c key chains are captured by an attacker can be

computed as

Pr (L | Ac) =

q2+q+1
X

i=1

Pr(li)Pr (Ci | Ac)

=
2q2 + 3q + 1

2q2 + 2q + 1
Pr (Ci | Ac)

' Pr(Ci | Ac)

� 1 –

 

2q2

c

!

+ 2

 

q2

c

!

 

2q2 + 2q + 2

c

!

(12)

which is the upper bound for the resilience of our proposed

scheme.

The probability that a link is compromised when an

attacker captures x key chains is computed by Çamtepe and

Yener in [8] for the symmetric design as

Pr (L | Ax) = 1 –

 

q2

x

!

 

q2 + q + 1

x

! (13)

Thus, we can state that our proposed approach improves

the resilience against node capture attack compared

with the symmetric design, because the upper bound

for Pr (L | Ac) obtained by our proposed approach in

Equation (12) is obviously smaller than that of symmetric

design, which is demonstrated in Equation (12).

As regards the resilience and connectivity are orthog-

onal properties, trade-offs among them must be carefully

established. Parameter d establishes such a trade-off as it

varies from 0 to q2 + q + 1 because of the need for bet-

ter probability of key share or better resilience. For small

values of d as more keys are shared between the two

key pools, the probability of key share increases while

the resilience decreases because by compromising a node,

more keys from two key pools are affected. However, for

large values of d as more keys are different between the

two key pools, the resilience increases while the connectiv-

ity of the network decreases. Therefore, we can establish

a trade-off between connectivity and resilience based on

application requirements. This is the application-specific

property of our proposed scheme.

Consider a sensor network of size N, where N > b and b

denotes the number of generated blocks on each key pool.

The proposed approach assigns b blocks, which are gen-

erated from the KP1, to b nodes and then N – b blocks,

which are generated from KP2, to the remaining N – b

nodes. Note that, for network sizes that N – b is not large

enough, only a few nodes are assigned key chains gener-

ated from KP2. In this case, the proposed approach behaves

almost the same as symmetric design [8], and the resilience

decreases. However, if the difference between N and b is

high, more nodes are assigned keys from KP2. Therefore,

our scheme provides better resilience and outperforms

hybrid symmetric design.
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For example, assume a network consists of N = 1500

nodes. We consider q = 37 and generate b = 1407 blocks

from each key pool. Then, our approach assigns 1407

blocks, generated from KP1, to 1407 nodes and 93 blocks,

which are generated from KP2, to the remaining 93 nodes.

Now, if we assume a network with N = 1700 nodes with

the same value for q, the approach assigns 1407 blocks

from KP1 to 1407 nodes and 293 blocks generated from

KP2 to the remaining 293 nodes. In the latter case, we pro-

vide better resilience as more nodes are assigned keys from

the second key pool.

4.2. Optimized modified hybrid

symmetric design

As sensor nodes are small devices with limited memory, it

is desirable to have a key pre-distribution scheme, which

offers low memory usage. In this section, we propose an

alteration to the MHS approach—called optimized MHS

(OMHS)—in order to reduce memory consumption and

improve resilience. This scheme has better performance

for large-scale networks compared with MHS and hybrid

symmetric schemes.

Consider a network of size N. We select the smallest

prime number q such that q2 + q + 1 > N
2

instead of q2 +

q + 1 < N and generate two key pools of size q2 + q + 1

as mentioned in Section 4. As a result, for the same N, we

can choose less value for q. Considering key-chain size k =

q + 1, as q decreases, k also reduces. Therefore, memory

consumption is improved.

Since in this approach almost N
2

of the nodes are

assigned key chains from KP1 and the remaining nodes

are assigned key chains from KP2, it can provide better

resilience than hybrid symmetric and MHS schemes while

decreasing the probability of key share. However, connec-

tivity strongly depends on the value of d. Connectivity and

scalability of the OMHS scheme can be computed the same

as MHS design using Equations (4) and (6). Also, as well

as the MHS approach, we can use Equation (5) to obtain

an appropriate value for d to ensure a certain probability of

key share.

For example, for N = 10 500, we can select q = 73

instead of q = 101 (which we selected for MHS design).

As a result, we will obtain almost 27% decrease in key-

chain size (k = q + 1) and memory usage. In this case,

each key pool contains 5403 keys, and the same number of

blocks is generated for assigning to each node. Thus, 5403

nodes are assigned key chains generated from KP1, and the

remaining 5097 nodes are given key chains generated from

KP2. As a result, if C nodes are captured, less fraction of

links in the network is compromised, and thus, resilience

is improved.

5. EXPERIMENTAL RESULTS

We carried out extensive simulations to evaluate our pro-

posed approach. Numerous validation experiments have

been established. However, for the sake of specific illus-

tration, validation results are presented for limited number

of scenarios. We adopted 95% confidence level to make

sure that, on average, the confidence interval, which is

calculated using t-student distribution and standard error,

contains the true values around 95% of the time. These

simulations allowed us to change parameters d and C (i.e.,

Number of captured nodes), and check the sensitivity of

our schemes to these parameters. We have implemented

the hybrid symmetric design along with our proposed

approaches (MHS and OMHS schemes).

To compare the schemes, we use the following evalua-

tion metrics:

� Connectivity: We use connectivity to refer to the

probability that any two neighboring nodes have

at least one common key in their key chains. It

is one of the most important efficiency metrics in

WSNs, because low connectivity can lead to higher

energy consumption and network partitioning in some

network topologies.
� Resilience against node capture: We consider

resilience as the fraction of communication links

compromised by an attacker if C nodes are captured.

We present our simulation analysis in two subsec-

tions. The first subsection evaluates the performance of the

MHS scheme, and the second subsection investigates the

efficiency of the OMHS approach.

5.1. Modified hybrid symmetric design

Simulation results approve our analytical results, which

we obtained for our proposed approach in Equations (4)

and (12).

Connectivity - Figure 4 demonstrates connectivity esti-

mated by our scheme (MHS) and the hybrid symmetric

design (HSYM) for N = 800, N = 1700, and N = 10 500

with different values of d. We consider q in such a way

that q2 + q + 1 < N, and therefore, each key-pool size,

that is, | KP |= q2 + q + 1 for each network size equals

553, 1407, and 10 303 for N = 800, N = 1700, and

N = 10 500, respectively. Moreover, the key-chain size,

that is, k = q+1 is computed as k = 24, k = 38, and k = 102

for N = 800, N = 1700, and N = 10 500, respectively.

Because the connectivity of our approach depends on

the values of d, the line shows the probability of key share

based on different values of d, while the single point illus-

trated on each line denotes the probability of key share

extracted for the hybrid symmetric design for the same

number of nodes and key-chain size. The d* represents the

point that our scheme and the hybrid symmetric scheme

have the same level of connectivity.

Note that substituting different values of parameter d

in Equation (4) yields the same results obtained from

simulation results.

It can be observed that for small network sizes and also

small values of d (where 1 < d < d*) our scheme out-

performs the hybrid symmetric scheme, while for larger

network size, both schemes obtain almost the same level of

connectivity.
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Figure 4. Simulation results for the connectivity of the proposed scheme (modified hybrid symmetric [MHS]) and the hybrid

symmetric scheme (HSYM) based on different values of N and d.

Figure 5. Simulation results for the resilience of our scheme (modified hybrid symmetric [MHS]) versus the hybrid symmetric

scheme (HSYM) based on different values of N and d.

Figure 6. Simulation results for the connectivity of the optimized modified hybrid symmetric (OMHS) approach versus the hybrid

symmetric scheme (HSYM) based on different values of N and d.

Resilience - For resilience evaluation, we assume that C

captured nodes are randomly distributed within the deploy-

ment region. Figure 5 shows the resilience estimated by

our scheme and the hybrid symmetric design for N = 800

and N = 1700. As can be seen in Figure 5(a), for small

network sizes, our approach always has better resilience

against node capture attack.

It can be realized that the upper bound for the resilience

obtained by our proposed model in Equation (12) conforms

to the simulation results.
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Figure 7. Simulation results for the resilience of the optimized modified hybrid symmetric (OMHS) approach versus the hybrid

symmetric scheme (HSYM) based on different values of N and d.

Notice that for d = 225, connectivity of the MHS

approach is almost the same as that of HSYM. As d grows,

resilience of our approach is improved while connectivity

decreases. Figure 5(b) shows resilience of the two schemes

for N = 1700. Note that for d = 500, both resilience

and connectivity of our approach are almost the same

as HSYM.

As illustrated in Figure 4, in the proposed approach,

the probability of key share between each pair of nodes

is more than 80% almost always. If an attacker captures

all the nodes, which are assigned key chains from one

of the key pools (for instance KP2), the other remain-

ing nodes (to which we assigned key chains from KP1)

can still communicate with each other based on the BIBD

features explained in Section 4.1.1. However, as denoted

in adversarial model, we believe that an attacker cannot

recognize exactly which nodes are assigned key chains

from KP2.

5.2. Optimized modified hybrid

symmetric design

In this subsection, we evaluate the OMHS scheme.

Connectivity - Figure 6 shows the connectivity esti-

mated by the OMHS design and the hybrid symmetric

design, that is, HSYM, for N = 1700 and N = 10 500 with

different values of d.

We consider q such that q2 + q + 1 > N/2, and therefore,

each key-pool size, that is, | KP |= q2 + q + 1 for each

network size equals | KP |= 871 and | KP |= 5403 for

N = 1700 and N = 10 500, respectively. Moreover, the

key-chain size, that is, k = q + 1, is computed as k = 30 and

k = 74 for N = 1700 and N = 10 500, respectively.

The plot depicts the probability of key share based on

different values of d, while the single point on the line cor-

responds to the probability of key share extracted for the

hybrid symmetric design, for the same number of nodes.

The size of key chains used in OMHS scheme is less

than that of MHS and hybrid symmetric designs. Note

that memory usage is improved at the cost of reduced

connectivity.

Resilience - Considering C captured nodes that are ran-

domly distributed within the deployment region, Figure 7

shows the resilience estimated by OMHS and the hybrid

symmetric schemes for N = 1700 and N = 10 500.

As can be seen in Figure 7, OMHS approach always has

better resilience against node capture attack. Notice that for

d = 200 (Figure 6(a)), connectivity of the OMHS approach

is almost the same as that of HSYM. As d grows, resilience

of our approach is improved significantly.

6. CONCLUSION

In this work, we present a modification to the hybrid

symmetric key pre-distribution scheme [8] to improve scal-

ability, key share probability, and resilience of the WSNs

against node capture attack. We illustrated that by con-

sidering two similar key pools with some different keys,

instead of using complementary design in the hybrid sym-

metric scheme, we can obtain better results for small size

networks. We also presented an extension to the proposed

approach, which improves memory usage and resilience

for large-scale networks at the cost of reduced key

share probability.

The analysis and experimental results show that our

proposed MHS design and its optimized version can fulfill

application-specific purposes. For applications having high

connectivity need, the MHS scheme is preferred, while the

OMHS is beneficial in the case of higher resilience need

and low memory usage.

Our future work would target to improve other

weaknesses of key pre-distribution scheme based on

combinatorial design, such as low resilience against some

well-known attacks. We will also extend the current work

to be deployment-aware.
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