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Abstract—In this paper, the impact of a small variations in
the channel gains on the secrecy rate of the wiretap channel
is studied, in which it is assumed that the imperfect channel
knowledge is available at the transmitter. First, we consider
general additive noise model for both legitimate and eavesdropper
channels in the wiretap channel, and compute the variation
of the secrecy rate resulting from the small variations in the
channel gains. Then, we focus on the Gaussian wiretap channel,
as a special case and calculate the sensitivity of the secrecy
capacity to the channel gains with imperfect channel knowledge.
Interestingly, it is shown that in some situations the effect of the
channel variation on the secrecy capacity can be canceled out.

Index Terms—Imperfect channel information, mutual informa-
tion variation, secrecy capacity, wiretap channel.

I. INTRODUCTION

Secure communications over the wireless medium has at-

tracted considerable attentions in recent years [1]–[5]. Wiretap

channel model, consisting of three terminals: a transmitter

which generates the channel input 𝑋 , an intended receiver

which observes the channel output 𝑌 , and an eavesdropper

which observes the channel output 𝑍, is a fundamental model

for studying the security problem over the channels [6]–[13]. A

basic principle coding, namely Random Coding is introduced

by Wyner [6] which achieves the secure capacity for the

wiretap channel. This coding is based on the fact that the

eavesdropper is not able to decode any information more than

its channel capacity.

The Multiple Input-Multiple Output (MIMO) wiretap chan-

nel with additive Gaussian noise are studied in [7]–[10].

The case of broadcast channel with a confidential message

is studied by [12], and the secrecy in the cognitive model

based on the wiretap channel is studied by [5], [13], [14]. In

all these works, it is implicitly assumed that the transmitter

who wishes to keep its message secure at the unintended

receiver, has access to the information of the channel at the

legitimate and unintended receivers, perfectly. Then, using the

random coding, the information leakage to the eavesdropper

is canceled out. But, this assumption, seems a little ideal in

the applications. Recently, some attempts are taken place on

the capacity of the wiretap channel with imperfect knowledge

of the channel information [15]–[17]. Reference [17] studies
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the impact of the imperfect channel estimation on the secrecy

performance of a Single-Input Multiple-Output Multiple an-

tenna Eavesdropper (SIMOME) wiretap channel, and then a

closed form solution of secrecy outage probability is derived.

In this paper, we study the case of the wiretap channel

when the imperfect channel information is available at the

transmitter, which causes some variations in the secrecy rate

of the wiretap channel. This model is motivated by the wiretap

channel in which the transmitter estimates the gains of the

main and the wiretap channels with some errors.

First, we consider a general wiretap channel with additive

noise, in which the distribution of the noises of the legitimate

and eavesdropper channels are not restricted to be Gaussian.

For this model, a general expression for the variation of the

secrecy rate caused by small variations in the channel gains is

derived. To find such a general expression, we use a recently

introduced notion of the mutual information variation in [11],

which enables us to compute the variation of the mutual infor-

mation, resulting from a small variation in its arguments. Then,

we specialized our result to the Gaussian wiretap channel and

calculate the sensitivity of the secrecy capacity to the channel

gains with imperfect channel information. It is shown that for

some values of the system parameters, the variation of the

secrecy capacity induced by the variation of the channel gains

will be canceled out.

The rest of the paper is organized as follows. In Section II,

we introduce the problem formulation and the notion of the

mutual information variation. In Section III, we derive the

secrecy rate variation due to the variation in the channel gains

in an arbitrary but fixed distributed additive noise wiretap

channel. In Section IV, we specialized our result to the

Gaussian wiretap channel and fading wiretap channels, where

we find the sensitivity of the secrecy capacity to the legitimate

and eavesdropper channel gains. The paper is concluded in

Section V.

II. CHANNEL MODEL AND PRELIMINARIES

A. Channel Model

Consider a wiretap channel shown in Fig. 1. The input-

outputs relations of this channel at time instant 𝑡 are given

by

𝑌 (𝑡) = ℎ𝑟(𝑡)𝑋(𝑡) +𝑊𝑟(𝑡), (1)

𝑍(𝑡) = ℎ𝑒(𝑡)𝑋(𝑡) +𝑊𝑒(𝑡), (2)
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Fig. 1. Channel model: Wiretap channel.

where ℎ𝑟(𝑡) and ℎ𝑒(𝑡) are the channel gains associated with

the legitimate and eavesdropper channels respectively, which

are assumed to be fixed during each transmission. The channel

input 𝑋(𝑡) is power constrained as E
{

𝑋2(𝑡)
}

≤ 𝑃 , and

the additive noise 𝑊𝑟(𝑡) and 𝑊𝑒(𝑡) are arbitrarily distributed

random variables and are independent across the time index 𝑡.

𝑌 (𝑡) and 𝑍(𝑡) are the legitimate and eavesdropper channels

outputs, respectively.

B. Mutual Information Variation

Now, we use the notion of the mutual information variation

resulting from a small variation in its argument, given in [11],

for the system model

𝑌 = ℎ𝑋 +𝑊, (3)

to calculate the mutual information variation caused by small

changes in the channel gain. In this model, 𝑋 , ℎ and 𝑌 are the

channel input, channel gain and channel output, respectively,

and 𝑊 is an arbitrary but fixed distributed additive noise. All

random variables are assumed to be continuous.

Lemma 1: In a point-to-point channel with arbitrary but

fixed distributed additive noise as (3), if a small variation

occurs in the channel gain as ℎ̂ = ℎ+ 𝜀 then, the deviation in

the channel rate 𝐼(𝑋;𝑌 ) can be derived as follows,

Δ𝐼 = 𝐼
(

𝑋;𝑌
)

− 𝐼 (𝑋;𝑌 )

= −E𝑋,𝑌 {𝜀𝑋𝜑𝑌 (𝑌 )}+ 𝑜 (𝜀) , (4)

in which, 𝜑𝑌 (𝑦) is the Score Function (SF) of the random

variable 𝑌 which is defined as log-derivative of its den-

sity [18], i.e.,

𝜑𝑌 (𝑦) =
∂

∂𝑦
ln 𝑝𝑌 (𝑦) , (5)

and for deterministic variable 𝜀 we say that 𝑟 (𝜀)
Δ
= 𝑜 (𝜀), if

lim
𝜀→0

𝑟(𝜀)
𝜀

= 0.

Proof: The proof readily follows from [11, Theorem 2].

III. SECRECY RATE VARIATION IN A GENERAL ADDITIVE

NOISE WIRETAP CHANNEL

Now, we want to investigate the impact of the variations in

both legitimate and eavesdropper channel gains on the secrecy

rate of the system model introduced by (1), (2). Toward this

end, suppose that the channel gains vary from ℎ𝑟(𝑡) and ℎ𝑒(𝑡)
to ℎ̂𝑟(𝑡) = ℎ𝑟(𝑡)+𝜀𝑟(𝑡) and ℎ̂𝑒(𝑡) = ℎ𝑒(𝑡)+𝜀𝑒(𝑡) respectively,

where 𝜀𝑟(𝑡) and 𝜀𝑒(𝑡) are assumed to be small values which

are fixed during each transmission. Hence, the transmitter

expects that the channel input 𝑋 experiences the following

system model,

𝑌 = ℎ̂𝑟𝑋 +𝑊𝑟, (6)

𝑍 = ℎ̂𝑒𝑋 +𝑊𝑒, (7)

in which, the time index 𝑡 is ignored for convenience. Substi-

tuting ℎ̂𝑟 and ℎ̂𝑒 in (6) and (7) we have,

𝑌 = 𝑌 + 𝜀𝑟𝑋, (8)

𝑍 = 𝑍 + 𝜀𝑒𝑋. (9)

On the other hand, the secrecy rate of a degraded wiretap

channel can be written as [6]:

𝑅𝑠 = 𝐼(𝑋;𝑌 )− 𝐼(𝑋;𝑍) (10)

that for the new channel gains will be as,

𝑅𝑠 = 𝐼(𝑋;𝑌 )− 𝐼(𝑋;𝑍). (11)

Now, the variation of the secrecy rate of a wiretap chan-

nel induced by small a variation in the channel gains with

imperfect channel information can be found as,

Δ𝑅𝑠 = �̂�𝑠 −𝑅𝑠

= (𝐼(𝑋;𝑌 )− 𝐼(𝑋;𝑌 ))− (𝐼(𝑋;𝑍)− 𝐼(𝑋;𝑍))

= Δ𝐼𝑟 −Δ𝐼𝑒

= −E𝑋,𝑌 {𝜀𝑟𝑋𝜑𝑌 (𝑌 )}+ E𝑋,𝑍 {𝜀𝑒𝑋𝜑𝑍 (𝑍)}
+ 𝑜 (𝜀𝑟) + 𝑜 (𝜀𝑒) (12)

where, the last equality follows from Lemma 1, and 𝜑𝑌 (𝑦)
and 𝜑𝑍(𝑧) are the SFs of the random variables 𝑌 and 𝑍,

respectively.

From (12) the sensitivity of the secrecy rate to the channel

gains can be found as,

∂𝑅𝑠

∂ℎ𝑟
= −E𝑋,𝑌 {𝑋𝜑𝑌 (𝑌 )} (13)

and

∂𝑅𝑠

∂ℎ𝑒
= E𝑋,𝑍 {𝑋𝜑𝑍 (𝑍)} (14)

which are obtained by 𝜀𝑒 = 0, 𝜀𝑟 → 0 and 𝜀𝑟 = 0, 𝜀𝑒 → 0,

respectively.

Note that, equations (12), (13) and (14) hold for any additive

noise wiretap channel. In the next section, we specialize

this result for Gaussian wiretap channel and calculate the

sensitivity of the secrecy capacity to the channel gains.
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IV. SECRECY CAPACITY VARIATION IN GAUSSIAN

WIRETAP CHANNEL

Although the capacity of the degraded wiretap channel is

derived by Wyner in his essential work [6], but the capacity

of a general case of this channel is introduced in [12] as

𝐶𝑠 = max
𝑝(𝑢)

(𝐼(𝑈 ;𝑌 )− 𝐼(𝑈 ;𝑍)). (15)

where, 𝑈 is an auxiliary random variable with probability

distribution 𝑝(𝑢). Replacing 𝑈 = 𝑋 , the capacity of the

degraded wiretap channel will be derived [19].

This result is derived by using the random coding which

uses this fact that the eavesdropper cannot decode any informa-

tion more than its channel capacity with low error probability.

Moreover, it is implicitly assumed that the transmitter has

access to both the channel gains, to use the random coding. In

other words, the transmitter who wishes to keep its message

to be confidential from the eavesdropper, must observe both

channels to constructs its codes in random coding scheme.

But, if the transmitter has access to imperfect versions of the

channel knowledge, it cannot meet the capacity of the channel

as (15). It means that the code construction at the transmitter

suffers some deviation from the expected secrecy rate of the

channel because of the imperfect channel estimations.

In this section, we first calculate the variation of the

secrecy capacity of a Gaussian wiretap channel induced by the

variation of the channel gains, where we assume that during

each transmission the channel gains and their estimation errors

are fixed. The obtained result is used to find the sensitivity of

the secrecy capacity to the channel gains. Then, we consider

the case in which the channel gains and their estimation errors

are random variables and the average variation of the secrecy

rate is studied.

A. Gaussian Wiretap Channel with Imperfect Channel Knowl-

edge

The capacity of a Gaussian wiretap channel can be obtained

from

𝐶𝑠 = max
𝑝(𝑥)

(𝐼(𝑋;𝑌 )− 𝐼(𝑋;𝑍)). (16)

Let 𝑋∗ ∼ 𝑝∗𝑋 (𝑥) be the capacity achieving input of this

channel. Now, suppose that the channel gains vary from ℎ𝑟
and ℎ𝑒 to ℎ̂𝑟 and ℎ̂𝑒, respectively. Hence, in this situation the

capacity can be written as,

𝐶𝑠 = max
𝑝(�̂�)

(𝐼(�̂�;𝑌 )− 𝐼(�̂�;𝑍)). (17)

On the other hand, since the channel is Gaussian the

capacity achieving input distribution does not change. Hence,

the variation of the secrecy capacity can be written as,

Δ𝐶𝑠 = 𝐼(𝑋
∗;𝑌 )− 𝐼(𝑋∗;𝑍)− (𝐼(𝑋∗;𝑌 )− 𝐼(𝑋∗;𝑍))

= Δ𝐼∗𝑟 −Δ𝐼∗𝑒 (18)

This equation has an explicit expression for the variation of

the secrecy capacity in terms of the signal and noise statistics

and channel gain variations which is given in the following

Theorem.

Theorem 1: In a Gaussian wiretap channel with input-

output relations described by (1) and (2), where, 𝑊𝑟 and 𝑊𝑒

are Gaussian zero mean random variables with variances 𝜎2𝑟
and 𝜎2𝑒 , respectively and Gaussian input 𝑋∗ ∼ 𝒩 (0, 𝑃 ) is the

capacity achieving input, in which the transmitter has access to

the imperfect channel knowledge, the variation in the secrecy

capacity caused by the channel gains variations will be as

follows,

Δ𝐶𝑠 =
ℎ𝑟𝑃

ℎ2𝑟𝑃 + 𝜎2𝑟
𝜀𝑟 −

ℎ𝑒𝑃

ℎ2𝑒𝑃 + 𝜎2𝑒
𝜀𝑒 + 𝑜 (𝜀𝑟) + 𝑜 (𝜀𝑒). (19)

Proof: Since, in the Gaussian case the input 𝑋∗ ∼
𝒩 (0, 𝑃 ) is the capacity achieving one, Δ𝐼∗𝑟 can be calculated

as,

Δ𝐼∗𝑟 = −𝜀𝑟E𝑋∗,𝑌 {𝑋∗𝜑𝑌 (𝑌 )}+ 𝑜 (𝜀𝑟)

= −𝜀𝑟
∫ ∫

𝑝𝑋∗,𝑌 (𝑥∗, 𝑦)

(

∂

∂𝑦
ln 𝑝𝑌 (𝑦)

)

𝑥∗𝑑𝑥∗𝑑𝑦

+ 𝑜 (𝜀𝑟)

= −𝜀𝑟
∫

𝑥∗𝑝∗𝑋 (𝑥∗)

(

∫

𝑝𝑌 ∣𝑋∗ (𝑦∣𝑥∗)
∂
∂𝑦
𝑝𝑌 (𝑦)

𝑝𝑌 (𝑦)
𝑑𝑦

)

𝑑𝑥∗

+ 𝑜 (𝜀𝑟)

= −𝜀𝑟
∫

𝑥∗√
2𝜋𝑃

𝑒
−𝑥∗

2/

2𝑃

(

∫

1
√

2𝜋𝜎2𝑟
𝑒−(𝑦−ℎ𝑟𝑥

∗)2/2𝜎2
𝑟

∂
∂𝑦
𝑝𝑌 (𝑦)

𝑝𝑌 (𝑦)
𝑑𝑦

)

𝑑𝑥

+ 𝑜 (𝜀𝑟) (20)

Then, noting that

𝑝𝑌 (𝑦) =
1

√

2𝜋 (ℎ2𝑟𝑃 + 𝜎2𝑟)
𝑒−𝑦2/2(ℎ2

𝑟
𝑃+𝜎2

𝑟
), (21)

and taking the derivative, we have

∂

∂𝑦
𝑝𝑌 (𝑦) = −𝑝𝑌 (𝑦)

(

𝑦

ℎ2𝑟𝑃 + 𝜎2𝑟

)

. (22)

Thus, we can write

Δ𝐼∗𝑟 = 𝜀𝑟

∫

𝑥∗√
2𝜋𝑃

𝑒
−𝑥∗

2/

2𝑃

(

∫

1
√

2𝜋𝜎2𝑟
𝑒−(𝑦−ℎ𝑟𝑥

∗)2/2𝜎2
𝑟

𝑦

ℎ2𝑟𝑃 + 𝜎2𝑟
𝑑𝑦

)

𝑑𝑥∗

+ 𝑜 (𝜀𝑟)

=
𝜀𝑟ℎ𝑟

ℎ2𝑟𝑃 + 𝜎2𝑟

∫

𝑥∗
2

√
2𝜋𝑃

𝑒
−𝑥∗

2/

2𝑃
𝑑𝑥∗ + 𝑜 (𝜀𝑟)

=
ℎ𝑟𝑃

ℎ2𝑟𝑃 + 𝜎2𝑟
𝜀𝑟 + 𝑜 (𝜀𝑟) (23)

Similarly, for Δ𝐼∗𝑒 we have,

Δ𝐼∗𝑒 =
ℎ𝑒𝑃

ℎ2𝑒𝑃 + 𝜎2𝑒
𝜀𝑒 + 𝑜 (𝜀𝑒) (24)

Substituting (23) and (24) in (18), we can finally obtain the

result.

In what follows, we show that the secrecy capacity variation

in (19) can be verified by direct calculation of the variation
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in the secrecy capacity of a Gaussian wiretap channel caused

by the small variations in the channel gains. The capacity of a

Gaussian wiretap channel with channel gains ℎ𝑟 and ℎ𝑒 is [20],

𝐶𝑠 =
1

2
log

(

1 +
ℎ2𝑟𝑃

𝜎2𝑟

)

− 1

2
log

(

1 +
ℎ2𝑒𝑃

𝜎2𝑒

)

(25)

If the channel gains vary to ℎ̂𝑟 and ℎ̂𝑒, then,

𝐶𝑠 =
1

2
log

(

1 +
ℎ̂2𝑟𝑃

𝜎2𝑟

)

− 1

2
log

(

1 +
ℎ̂2𝑒𝑃

𝜎2𝑒

)

(26)

Therefore, Δ𝐶𝑠 will be,

Δ𝐶𝑠 =
1

2
log

⎛

⎝

1 + ℎ̂2𝑟𝑃
/

𝜎2𝑟

1 + ℎ2𝑟𝑃
/

𝜎2𝑟

⎞

⎠− 1

2
log

⎛

⎝

1 + ℎ̂2𝑒𝑃
/

𝜎2𝑒

1 + ℎ2𝑒𝑃
/

𝜎2𝑒

⎞

⎠

(�)
=

1

2

⎛

⎝

1 + ℎ̂2𝑟𝑃
/

𝜎2𝑟

1 + ℎ2𝑟𝑃
/

𝜎2𝑟
− 1

⎞

⎠− 1

2

⎛

⎝

1 + ℎ̂2𝑒𝑃
/

𝜎2𝑒

1 + ℎ2𝑒𝑃
/

𝜎2𝑒
− 1

⎞

⎠

+ 𝑜 (𝜀𝑟) + 𝑜 (𝜀𝑒)

=
ℎ𝑟𝑃

ℎ2𝑟𝑃 + 𝜎2𝑟
𝜀𝑟 −

ℎ𝑒𝑃

ℎ2𝑒𝑃 + 𝜎2𝑒
𝜀𝑒 + 𝑜 (𝜀𝑟) + 𝑜 (𝜀𝑒) (27)

where, in equality (𝑎) we have used log 𝑥 = (𝑥− 1) −
(1/2) (𝑥− 1)

2
+ ⋅ ⋅ ⋅ in the neighborhood of 1, and the last

equality follows by substituting ℎ̂𝑟 = ℎ𝑟+𝜀𝑟 and ℎ̂𝑒 = ℎ𝑒+𝜀𝑒.

We can use equation (19) to obtain the sensitivity of the

secrecy capacity of a Gaussian wiretap channel to the channel

gains as,

∂𝐶𝑠

∂ℎ𝑟
=

ℎ𝑟𝑃

ℎ2𝑟𝑃 + 𝜎2𝑟
(28)

and

∂𝐶𝑠

∂ℎ𝑒
= − ℎ𝑒𝑃

ℎ2𝑒𝑃 + 𝜎2𝑒
(29)

which are obtained by 𝜀𝑒 = 0, 𝜀𝑟 → 0 and 𝜀𝑟 = 0, 𝜀𝑒 → 0,

respectively. Again, these results can be verified by taking the

derivative of the secrecy capacity with respect to the channel

gains, directly.

Remark 1: As it is known if the value of legitimate channel

gain increases the secrecy capacity variation will be positive,

where (28) quantifies this variation. On the other hand, by

increasing the eavesdropper channel gain secrecy capacity

variation will be negative which is quantified in (29).

Fig. 2 shows a schematic view of equation (19), where Δ𝐶𝑠

is plotted versus the ratio of 𝑆𝑁𝑅 at the legitimate receiver

Ω𝑟 =
ℎ2
𝑟
𝑃

𝜎2
𝑟

to the 𝑆𝑁𝑅 at eavesdropper receiver Ω𝑒 =
ℎ2
�
𝑃

𝜎2
�

,

as Ω𝑟/Ω𝑒, and we assume that two last terms of the (19)

are negligible. The channel gains variations are assumed to

be arbitrary but fixed as indicated in the figure. As it can

be seen from this figure, in Ω𝑟/Ω𝑒 = 0𝑑𝐵 with 𝜀𝑟 = 𝜀𝑒,

Δ𝐶𝑠 will be zero. This means that, although the channel gains

vary from those are available at the transmitter, the situation

of both legitimate and eavesdropper channels are the same.

Hence, based on equation (19) the effect of imperfect channel

knowledge will be mitigated. For the case of 𝜀𝑟 = 1 and 𝜀𝑒 =
0.1, Δ𝐶𝑠 > 0 and the channel capacity is underestimated.

Whereas, for 𝜀𝑟 = 0.5 and 𝜀𝑒 = 1.1, the channel capacity is

overestimated.
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Fig. 2. Δ𝐶𝑠,versus the ratio of 𝑆𝑁𝑅 at the legitimate receiver to the 𝑆𝑁𝑅
at eavesdropper receiver, for the ℎ𝑟 = ℎ𝑒 = 1.

B. The Effect of Imperfect Knowledge of the Channel Fading

Coefficients on the Secure Communication

In this section, we study the impact of channel fading

coefficients estimation error, on the average secrecy capacity

of a fading channel. We assume that both the main channel

(i.e., channel between the transmitter and legitimate receiver)

and eavesdroppers channel experience fading channels. Let

ℎ𝑟 (𝑡) and ℎ𝑒 (𝑡) denote the fading coefficients for the main

and the eavesdroppers channel, respectively. Then, at any time

instant 𝑡, the received signal at the legitimate receiver and

eavesdropper can be written as

𝑌 (𝑡) = ℎ𝑟 (𝑡)𝑋 (𝑡) +𝑊𝑟 (𝑡) (30)

and

𝑍 (𝑡) = ℎ𝑒 (𝑡)𝑋 (𝑡) +𝑊𝑒 (𝑡) (31)

where, 𝑊𝑟 (𝑡) and 𝑊𝑒 (𝑡) are zero-mean Gaussian distributed

noise of the legitimate and eavesdropper channels with vari-

ances 𝜎2𝑟 and 𝜎2𝑒 , respectively.

In order to quantify the effect of the channel estimation

error, we assume that both the legitimate and eavesdropper

channel coefficients at any time instant 𝑡 are estimated with

error according to the following models,

ℎ̂𝑟 (𝑡) = ℎ𝑟 (𝑡) + 𝜀𝑟 (𝑡) (32)

and

ℎ̂𝑒 (𝑡) = ℎ𝑒 (𝑡) + 𝜀𝑒 (𝑡) (33)

where, we assume that ℎ𝑟 (𝑡) and ℎ𝑒 (𝑡), are zero-mean

Gaussian random variables with 𝜎2ℎ𝑟

and 𝜎2ℎ�

as their vari-

ances, representing the legitimate and eavesdropper true fading

channel coefficients at time instant 𝑡. Moreover, 𝜀𝑟 (𝑡) and

𝜀𝑒 (𝑡) are zero-mean Gaussian random variables with 𝜎2𝜀𝑟 and

𝜎2𝜀� as their variances which stand for the estimation errors

of the legitimate and eavesdropper channels, respectively. We

consider the correlation coefficient between the true channel
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Fig. 3. Δ𝐶𝑠,versus the ratio of average 𝑆𝑁𝑅 at the legitimate receiver to
the average 𝑆𝑁𝑅 at eavesdropper receiver, for the 𝜌𝑟 = 𝜌𝑒 = 0.7.

coefficients and their estimates as 𝜌𝑟 and 𝜌𝑒. These coefficients

belong to [0, 1] and approach to 1 as the channel estimator

becomes more accurate. As it can be seen from equation (30)

and (31), at any time instant 𝑡, we have a Gaussian wiretap

channel. Therefore, the secrecy capacity for one realization of

the fading wiretap channel will be the same as a Gaussian

wiretap channel. Hence, for any realization of the channel

coefficients and channel estimation errors, similar to the equa-

tion (19) we will have,

Δ𝐶𝑠 (𝑡) =
ℎ𝑟 (𝑡)𝑃

ℎ2
𝑟 (𝑡)𝑃 + 𝜎2

𝑟

𝜀𝑟 (𝑡)−
ℎ𝑒 (𝑡)𝑃

ℎ2
𝑒 (𝑡)𝑃 + 𝜎2

𝑒

𝜀𝑒 (𝑡)

+ 𝑜 (𝜀𝑟 (𝑡)) + 𝑜 (𝜀𝑒 (𝑡)) . (34)

Taking the expectation over channel coefficients and esti-

mation errors, we get

Δ𝐶𝑠 = Eℎ𝑟,ℎ�
{E𝜀𝑟,𝜀� {Δ𝐶𝑠 ∣ℎ𝑟, ℎ𝑒 }} (35)

Fig. 3 shows the average Δ𝐶𝑠, versus the ratio of average

𝑆𝑁𝑅 at legitimate receiver, Ω𝑟 =
E{ℎ2

𝑟
}𝑃

	2
𝑟

, to the average

𝑆𝑁𝑅 at eavesdropper receiver, Ω𝑒 =
E{ℎ2

�
}𝑃

	2
�

, where we

assume that the two last terms of the equation (34) are

negligible. It can be seen that, similar to the case of Gaussian

channel, in Ω𝑟

/

Ω𝑒 = 0𝑑� with 𝜎𝜀𝑟 = 𝜎𝜀� , Δ𝐶𝑠 will be zero.

V. CONCLUSION

In this paper, the impact of the channel gains variations on

the secrecy rate of a general additive noise wiretap channel,

with imperfect channel information at the transmitter, was

studied. Then, the result was specialized for the Gaussian and

fading wiretap channel, where the secrecy capacity variation

expressed in terms of the system parameters. Consequently the

sensitivity of the secrecy capacity to the channel gains was

derived. The results were verified by direct analysis of the

capacity of a Gaussian wiretap channel. It was shown that,

for some values of the system parameters the variation of the

secrecy capacity will be mitigated totally.
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