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Abstract 

In cooperative Peer-to-Peer (P2P) networks, a number of users, called Free-riders, try to 

receive service from others without cooperating with them. Some others, called Sybil 

nodes, break the rules of the system by colluding and showing fake identities. P2P 

networks are highly vulnerable to these attacks. In previous research, no method has been 

suggested to counter these two attacks simultaneously. In the proposed method, a new 

centrality relationship has been used in the incentive mechanism to deal with both 

problems at the same time. In this regard, the more varied the nodes receiving service 

from a peer are, the better the peer reputation will be. The results show that the longer the 

network life goes on, the more Free-riders are detected, and the number of services 

delivered to the collusive nodes will also be reduced. 

Keywords: Sybil Attacks, Evolutionary Game Model, Peer-to-Peer File Sharing,            

Free Rider 

1. Introduction 

Peer-to-Peer (P2P) networks are considered as an effective way to organize distributed 

systems, which allow a group of users to communicate with each other and share their 

resources. They are mainly built on a network like the Internet. Deploying networks such 

as CAN, (Content Addressable Network), Chord, Pastry and Tapestry on a large scale has 

enabled millions of nodes (users) to be able to share their data [32]. 

P2P architecture was a revolution in sharing large files on the Internet. This 

architecture provided the opportunity for each peer to contribute to both uploading and 

downloading files. This contribution is autonomous, and each user decides on which level 

to contribute. The success of a P2P file sharing system depends on the contribution of 

users [18]. 

The open and dynamic nature of P2P networks can be both useful and dangerous. 

Problems such as free-riders and malicious users can cause a lot of problems in the 

proper functioning of the system [8]. 
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In this infrastructure, nodes provide or use resources. The nodes can request the 

service from others or provide a service for others. Each node acquires benefit by 

receiving the service and pays a price by providing it for other nodes. In this cooperative 

model, each node usually tries to receive the most service possible. Defectors, also 

known as Free-riders, are only looking to download their own resources among shared 

ones. They also avoid offering services to other nodes [37, 7]. 

The spread of such a phenomenon can be destructive. It might also reduce the value of 

file sharing in the network and further turn it into a sick network. According to a study 

conducted in 2005, 85% of Gnutella network users are free riders, and only 1% of the 

users share files and resources spontaneously [37].  

Unfortunately, the P2P system does not have a central controller capable of 

monitoring user performance. Therefore, detection and prevention of malicious behaviors 

in this environment has become a major challenge. How to manage nodes and encourage 

them to cooperate is a fundamental issue in this open system. Trust and reputation 

techniques are the key ways to create collaborating behavior in P2P systems.  Many 

solutions have so far been proposed based on these techniques, each with their own trust 

estimation, reputation dissemination and response to non-cooperative behavior methods 

[27].  

In decentralized, distributed and uncontrolled systems, a user can pose a problem for 

the system by gaining and controlling a large number of IDs [38, 28]. This type of attack 

is called a Sybil attack and is known as a major threat to P2P systems. In this attack, a 

user with several fake identities exists on the network. Douceur [15] has proven that it is 

impossible to completely eliminate Sybil nodes, thus great efforts were made to minimize 

the malicious effects of the Sybil attack. 

Much research has been done to identify free riders in P2P file sharing networks. 

Some of the most important papers in this area have been discussed in Section 2. In all 

these researches, a method has been proposed to detect the presence of a free rider in the 

network. After detecting the free riders, providing service for them can be stopped, or the 

quality of the service can be reduced. This will create an incentive for network users to 

cooperate. On the other hand, other papers focused on the identification of Sybil attacks. 

Some of these papers have been reviewed in Section 2. These researches focus on 

identifying users who are trying to violate the rules governing the network. 

Accordingly, the main questions in this research that we are looking for include the 

following: 

• How can we design a mechanism that can detect free riders in as well as confront 

Sybil attacks? 

• How can a robust incentive mechanism be designed to help users cooperate with the 
network? 

• What parameters affect the network users’ incentive? 

None of the previous methods simultaneously deal with Free riders and Sybil nodes. 

In this paper, a reputation-based approach is proposed that can identify these two types of 

malicious behaviors simultaneously. 
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The rest of the paper is organized as follows: Section 2 contains previous relevant 

work. Section 3 contains the system model. Section 4 describes the structure of the 

proposed incentive mechanism and information on how to calculate the centrality. In 

Section 5, simulation results of this game are presented. Section 6 reports on the 

conclusion drawn from this research. 

2. Related Studies 

This research focuses on detecting free riders and identifying Sybil attacks. Therefore, 

it is necessary to review previous methods in this area briefly. Given that all research 

worked either on the identification of a free rider or on confronting a Sybil attack, the two 

sets of methods are studied separately. 

2.1. Detecting Free Riders  

In order to avoid the selfish behavior of the defector nodes, there should be a 

mechanism to ensure the efficiency of a P2P network. The reputation mechanism [19, 43] 

generates a history of the activity of a node during the system lifetime. 

Therefore, a node with the highest credit could be selected for the exchange of 

resources. In [31], the author uses an economic model and proposes a P2P framework 

based on the cooperative model.  

However, in most papers, the incentive mechanism based on a cooperative or non-

cooperative game model is used to solve such a problem. In some studies, the 

evolutionary game model has been used to analyze the incentive mechanism to cover the 

disadvantages of the classic game model [9, 35]. The present paper also uses an 

evolutionary game model to examine change in the behavior of users. It should be noted 

that this is not possible in the classic game model. The advantage of the evolutionary 

game model over the classic one is its focus on change in the user's strategy [35].  

Chang et al. [8] designed a reputation-based incentive mechanism for P2P systems. 

This mechanism has two characteristics: (1) For each recommender, a trust value is 

considered in order to calculate the reputation more accurately and fairly. (2) A different 

service is offered to reliable and honest users. The amount of service depends on the 

amount of contribution and peer credit. 

GaMe-PLive is a game theoretical framework for peer-to-peer live video streaming. 

Prevention of free-riding and minimization of loss rate in video data transmission are the 

important objectives of this framework [22]. Mahini proposed a novel peer-assisted video 

streaming based on game theory and network coding. Communications between peers are 

modeled by a famous signaling game called Beer-Quiche. The Nash equilibrium analysis 

of the proposed game provides a reward and punishment mechanism which detects the 

free-riders and works as an incentive mechanism [23]. 

Few papers have worked on comparing proposed incentive mechanisms. In [18], some 

of these mechanisms are compared with the help of shared scenarios in order to 

determine their efficiencies. A user association map has been used to judge the efficiency 

and fairness of each method. 
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In [20] a game-based approach is proposed to model user behavior and compute their 

contributions in live sharing. At first, Nash equilibrium and Pareto Optimality are 

calculated for two individuals and then expanded to all actors. Selfish, cheat, malicious 

and attack behaviors are considered. 

This method has modeled both optimistic and regular unckoking cases (modes). 

Results are compared with choking algorithm in Bit Torrent [5].  

Designing a mechanism to detect Free-riders does not guarantee the efficiency of a 

cooperative system, mainly because there are users who try to break the rules of the game 

and earn more by means of collusion and fake identity [12].  

In one study, Rowaihy et al. [29] showed that the original identity of the malicious 

user could probably be identified by its IP address. Dinger and Hartenstein [12] presented 

a new method called self-registration. 

In [13], the notion of co-utility was suggested which indicated that mutual cooperation 

is the best decision for all users (even selfish users). All co-utility methods are not 

necessarily self-enforcing. In this paper, a study of how to make the existing protocol 

self-enforcing is carried out using the reputation mechanism. For this purpose, the Egen-

Trust reputation mechanism is used. This method can be applied to different scenarios. 

Selfish users and free-riders are also willing to follow this method. 

2.2. Confronting a Sybil Attack 

The lack of central control in peer-to-peer networks makes these networks vulnerable 

to malicious attacks such as Sybil ones. That is why some users try to disrupt the system's 

rules with collusion and obtain the highest service. In Sybil attacks, a user can have 

several fake identities in the network. Although Douceur has proven that completely 

destroying the Sybil nodes is impossible, much effort has been made to minimize the 

damaging effects of Sybil attacks [15]. Rowaihy has shown that the identity of a 

malicious user could possibly be identified by its IP address [29]. Dinger and Hartenstein 

provide a method called "self-registration" where one identity registers its identity with   

nodes [12]. 

In [36], using social networks, a method of dealing with a Sybil attack is proposed. In 

this method, the relationships used in social network graphs are used to discover 

colluding users. A social network graph shows all relationships between network 

members. 

Dinger et al. [12] have developed a modified routing strategy for the Chord network. 

The routing strategies are based on a graph called the bootstrap graph which derives from 

the relationship between the participants [32]. In [39], the authors proposed the 

SybilGuard algorithm, which is a distributed algorithm for restricting Sybil logs. 

By building the edges (Attack Edge) between the nodes and creating a path between 

them, the present paper shows that establishing a reliable relationship between true nodes 

is possible. Provided there are too many edges, Sybil nodes cannot have a reliable 

relationship. Therefore Sybil nodes will not achieve their goals [39]. 
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In [33] attempts were made to identify Sybil nodes by tracking the nodes. In this 

regard, all incoming and outgoing nodes are monitored by predefined neighboring nodes. 

A copy of these messages will be sent from the receiver and sender to the monitor node. 

By storing information such as the link between the sender and the recipient, the time 

of the connection and the response deadline, the monitor node can identify the Sybil node 

that publishes advertisements for its own purposes or sends malicious files. The 

drawbacks to this approach are that some nodes must be equally considered for 

monitoring the network, and that a significant amount of information should constantly 

be stored (for each send and receive) [33]. 

In general, the solution to the Sybil attacks is classified into two categories. One is to 

add a central control to the system [40], and the other is to limit the resources available to 

each user by using rules. In this way, resources available to Sybil users are gradually 

limited by network users, thereby helping the network regain its health. 

In [36], using social networks, a method of dealing with a Sybil attack is proposed. In 

this method, the relationships used in social network graphs are used to discover 

colluding users. A social network graph shows all relationships between network 

members. One type of attack that threatens the security of social networks is the Sybil 

attack [26]. The Sybil attack also threatens ad-hoc networks like VANET. A method 

called ASAP-V has been proposed to detect Sybil attacks on VANET networks by 

identifying unknown individuals [11]. Recommender systems are designed to offer the 

best option based on user characteristics. Some users attempt to perform a Sybil attack 

with fake identities to make changes to the results of the recommender systems. Two 

methods have been proposed, namely Dysy-Rec and FDysy-Rec which can deal with 

dynamic Sybil attacks [25]. 

As discussed in Section 2 of the paper, some studies have focused on the detection of a 

free rider, and others are struggling to deal with Sybil attacks. The main difference 

between the proposed method and the previous methods is that this method 

simultaneously solves both problems. In fact, the process of confronting the Sybil attack 

has entered the mechanism of the file sharing incentive. For this purpose, an innovative 

function was proposed to calculate the centrality of the peers in the chunk exchange 

graph which has two unique features: 

• It shows the impact of a peer on file sharing. 

• It calculates the willingness of a peer to serve all other peers. 

In fact, by applying this function to the game file sharing calculations, it attempts to 

solve two network problems simultaneously. 

The main similarity of the proposed method with some of the previous methods is in 

the chosen strategy it applies to solve the problem. Many of the previous papers used 

reputation-based methods to solve the free rider problem. In these methods, a function is 

proposed to calculate the reputation of each peer. The proposed method, as in all these 

papers, is based on reputation. Of course, the proposed function for calculating the 

reputation is a new function specific to this method. In addition to detecting the free-

riders, this function also includes an approach to combat the Sybil attack. In other words, 
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the proposed method is a reputation-based approach to which rules have been added to 

combat Sybil attacks. 

2.3. The Effect of Topology 

An important feature of a peer-to-peer file sharing network is network topology. The 

network topology heavily affects the methods of confronting the free-riders. In other 

words, a particular method may have a good performance on one topology and a poor 

performance on another. 

The effect of topology on the method exists not only in peer-to-peer file sharing 

networks but in all peer-to-peer structures and graphs. For example, in pattern recognition 

systems that work on semi-supervised learning, the topology of the graph created from 

the data will greatly affect the performance of the learning algorithm. In addition, a 

number of researches have been conducted in this area to find the optimal graph [6,34]. 

As another example, the graph topology affects the text analysis process. In recent 

years, many studies have been carried out to explore the properties of languages using 

graph theory. For this purpose, a graph is made up of the words of a language. 

Subsequently, the main features of the language are extracted based on the topological 

features of the graph [2,3,30]. 

Another area in which the topology of the graph has a significant effect is 

bioinformatics. Many of the structures in the bioinformatics are in the form of a graph. 

The topological properties of these graphs play a crucial role in detecting and predicting. 

The importance of the properties of these graphs has led to the presentation of a tool, in 

article [4], for analyzing and extracting all the properties in biological graphs. With the 

help of this tool, all the features of these huge graphs such as the number of nodes, edges 

and connected components, diameter, radius, centrality, heterogeneity, clustering 

coefficient, and so forth can be calculated. Using the same tool in paper [14], a 

comprehensive analysis was carried out on the structure of proteins. 

Like all the systems mentioned, the efficiency of peer-to-peer networks is affected by 

the communication topology. For example, in article [21], the authors presented a method 

for extracting optimal topology in peer-to-peer streaming networks. The network 

structure studied is distributed and wireless. The network infrastructure communication 

model is in the form of a mesh topology. However, researchers were looking for an 

overlay network on this infrastructure to maximize system performance. Peer-to-peer 

streaming networks, like peer-to-peer file sharing networks, function through peer 

cooperation. 

3. System Model 

3.1. Peer to Peer (P2P) Network 

The P2P network is a decentralized structure in which resources and services are 

distributed among users. Information and services are transmitted directly between peers. 
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The P2P network allows users to share their resources and simultaneously connect to 

multiple sources [35].  

The management style of this network enables it to expand significantly and increase 

its resources. As each new user enters the network and exchanges data in it, the network 

strength increases accordingly. We will not have a single point of failure if the 

information is duplicated between users. Behaviors such as competition and cooperation 

are among the ones present in these networks [35]. 

3.2. P2P File Sharing Network 

In past years, P2P technology has been used extensively for file sharing. Based on the 

presence or absence of a central server, P2P file sharing systems are divided into three 

categories: pure, centralized, and hybrid. The system discussed in this paper is a hybrid 

file sharing network. 

In this network, peers enter the network or leave it at their discretion. The amount of 

shared bandwidth and how to service other peers are completely optional. 

Communication topology of peers is a non-structured random graph. Connection between 

nodes is established according to the requested files. This graph is dynamic and changes 

in each round of file sharing. The chunks of a file are provided for a set of peers that 

applied for that file. Then peers exchange the chunks, this way all applicants will be the 

owner of the file. 

Some servers are distributed on the network, whose duties are to store the performance 

of any peers in the past. By examining information stored on the servers, we can identify 

users who have been operating maliciously on the network and limit their services. To 

maintain scalability in the P2P network, connection between servers is organized using 

the Chord algorithm. Therefore, data recovery from servers is done by peers with a low 

cost. Each peer can decide on how to respond to another peer based on fetched 

information form a server.  Figure 1 shows an overall structure of the model.  

 

Fig.1. Overall structure of P2P file sharing network 
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4. The Proposed Game 

In this section, a new incentive mechanism based on reputation is proposed. This 

method has been proposed to be implemented on the network model presented in Section 

3. This network model is the basis of many collaborative systems that are used in 

practice. Therefore, the proposed method has the ability to be used in actual file sharing 

scenarios. Section 4.1 introduces a strategy for network users. The two bad strategies for 

the system are the defector (free-rider) and colluder, respectively. In addition, relation 1 

from this section is used as the reputation formula in the incentive mechanism. In Section 

4.2, a game was introduced that could deal with defectors. This game only shows one 

stage of the file sharing game. In Section 4.3, an evolutionary model was introduced that 

shows how users change their strategy at different stages of the game to gain more 

benefit from the system. In Section 4.4, a new relation was introduced that replaces a part 

of relation 1 from Section 4.1. This relation (relation 2) adds the ability to deal with Sybil 

attacks to the proposed method. 

4.1. Incentive Mechanism 

In a P2P network, like a customer, users are typically looking forward to receive 

services from the network. But most of them are reluctant to give the service. Whether or 

not they, like a server, would want to offer a service, the users’ strategy could be divided 

into three broad categories. These strategies are outlined below: 

Cooperator: The user provides the service without any conditions and does not seek 

further profit. 

Defector: The user never provides a service. 

Reciprocator: The user based on iPr  will provide the service for the requestor. The 

iPr  relation is calculated as Equation (1): 

bandwidthtotal

bandwidthshared

consumeoftime

servingoftime
i Pr

                   (1)  

Where iPr is the value of generosity of user i . Any value greater than 1 is set to 1. 

Average value iPr is calculated for all users. This value is called Pr . Any user whose iPr

value is smaller than Pr is known as a defector or free-rider. Based on the numerator and 

denominator variables in relation 1, one can understand that users are known as defectors 

if their service utilization rates are much higher than those of their service delivery to 

others or if they made a small portion of their bandwidth available to the file sharing 

system. The value of this relationship is important only for Reciprocators because the 

Cooperators provide the service in any case; and Defectors will also avoid giving the 

service in any case. Therefore only the Reciprocators calculate the value of this 

relationship by referring to the requesting user’s history, and then decide on the service. 

The condition of providing service to user i is the correctness of the relation iPrPr  . 
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These three categories are a general classification of the strategies users adopt in 

dealing with the service request. In most papers, these three types of users are considered. 

However these are not the only strategies that users select in a P2P network. As already 

mentioned, users who are already aware of network rules and collude with each other 

intend to maximize their benefits. The present paper also considers this kind of user 

strategy. 

In Section 4.2, a game is introduced which identifies only the free-riders based on 

relation 1. There is no discussion about colluding users in the game. However, in Section 

4.4, a formula (relation 2) is introduced which gives the proposed method the ability to 

deal with the Sybil attack if  replaced with the "times of serving" variable in relation 1. 

This discussion is given in full with an example in Section 4.4. 

Colluder (Sybil): This category of users only serves its fellow colluder in an 

unrealistic way. The user intends to increase its own iPr by means of collusion, and urges 

Reciprocators to provide their requested services. 

Regarding the rationality of network users, they are constantly changing their strategy. 

They learn from neighbors who have the highest payoff score and change their strategy to 

the neighbor's strategy. Maintaining a long history of previous and new user's behavior 

makes the system vulnerable to malicious users [16]. In order to encourage defectors to 

change their behavior, their history is cleared after proof of strategy change [10]. As soon 

as the users' history is deleted, their 
iPr  will also increase and so will the probability of 

the Reciprocators’ giving them services. 

4.2. The Game Model 

In this game model, players are the same network users each of whom adopts a 

particular strategy for their game. As mentioned in previous sections, player strategy is 

the unconditional provision of service(cooperator), defecting(defector or free-rider), or 

reciprocating(reciprocator). The rules of the game are described below: 

In each round of the game, the network user requests service from their neighbors. 

Each node of this network is a neighbor of n  other nodes. Therefore each node in each 

round makes n requests from its neighbors. The receiver of the request will incur the C  

cost upon the provision of the service, and the receiver will gain the B  profit. The value 

of B is greater than C . 

To test the impact of profits on user strategy, a parameter called Q  is defined equal to 

the ratio between C and B . This parameter accepts values between 0 and 0.9. The value 

of C is set to 1. The Reciprocator needs to have the applicant's history information in 

order to decide whether to give the service which calls for rC  cost information. In this 

paper, rC is initialized to 0.1. The matrix of the game is given in Equation (2). Since it is 

the reciprocators’ duty to identify and restrict defector users, this matrix is written only 

for defector and reciprocator users. Cooperator users provide services under any 

circumstances, so they are not allowed to contribute to the game matrix. 
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The main actors include Defectors and Reciprocators. For this reason, the matrix of 

the game has been drawn for these two types of actors. This game has two equivalence 

points. Defect equivalence is not desirable. Users who choose the defect strategy are the 

same free-riders. These users are not optimal for the network and have a detrimental 

effect on the file sharing process. The proposed method tries to stop providing service for 

them by identifying users who have chosen the defect strategy. After having been denied 

access to the service, these users are convinced that they will change their strategy and 

choose to cooperate with the system. A change in strategy occurs during an evolutionary 

process by imitating users who receive a better service from the system. A description of 

how to change user strategy during the game has been given in the following section. 

4.3. Evolutionary Model 

An important aspect of a network with rational users is propagating a behavior among 

users. As the common cold is transmitted from breathing in a joint space, the behavior of 

the network users is also spread with a specific pattern [24]. In the game model, as 

described in Section 4.2, each user's profit rate was calculated according to the strategy of 

that user in one round of the game. Users in the P2P file sharing network change their 

strategy according to the pattern of behavior propagation and opt for a new method. The 

social planner tries to propagate the best behavior within the network by choosing a 

suitable mechanism and persuades users to choose a behavior that is useful for network 

sustainability. Using the evolutionary game model, the effect of this behavior change can 

be analyzed over the lifetime of the network. 

An evolutionary game theory was first proposed by Maynard Smith. He combined the 

game model analysis with the dynamic evolution process to examine complex systems 

[17]. In recent years, due to complex and hard computations in the Nash equilibrium, the 

evolutionary game theory has been used to solve various problems. 

In addition to the complexity of the calculations, Nash equilibrium is not able to 

provide the best solution in terms of optimality and stability [42]. The evolutionary game 

theory is inspired by the genetic population model. Unlike the classical method that is 

based on the balance of strategy, this model focuses on strategy change [42]. Despite its 

name, evolutionary game theory is more concerned with economists than biologists. 

The evolutionary game theory is a model for games in which players choose their 

strategies in a trial and error process and, over time, change their decision by discovering 

better strategies [42]. 

The proposed method investigates the process of strategy changing in P2P file sharing 

network users based on the evolutionary game model.  

Due to the fact that users do not have comprehensive network information, they try to 

imitate their neighbor's model in order to maximize their payoff. They learn from a 

neighbor with higher payoff and change their strategy to their neighbor’s strategy. 
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A user randomly selects a neighbor and, with the probability of which its relationship 

is given below, changes its strategy. The rule according to which a user learns from a 

neighbor based on the Fermi process is as follows: user i  randomly selects user j  from 

among his neighbors and learns from them with the probability that depends on the 

difference in their payoffs [10]. This probability is calculated from the following 

Equation (3): 

]/)exp[(1

1
)(

kPP
SSW

ji

ji 


                           (3) 

Where K  denotes the intensity of selection (noise or mistake rate). Noise permits 

peers to make an irrational selection; that is, some peers may occasionally not follow 
the perfect rationality, and arbitrarily change their strategies due to curiosity or mistakes. 

iP  and jP  are payoffs of peer i  and peer j , respectively. For 0K , peer i  will adopt j ’s 
strategy deterministically when ij PP  . For 0K , peer i  will also adopt the j ’s strategy 

with a certain probability, although j ’s strategy performs worse. Selfish and rational 
peers prefer the strategies of more successful neighbors. Here k is set to 0.1 for all 

simulations by referring to the research. 

The     value in relation (2) is greater than zero, and players change their strategy 

based on their neighbors’ profits. Therefore, it is expected that the balance point will 

converge to deal/deal as the game progresses. 

4.4. Detecting Sybil Attacks 

Being aware of the rules of the network, users who engage in collusive practices try to 

seek more services while not serving others. They do not want to change their strategy. 

These users will maintain their strategy until the end of the game, and will not serve other 

users except their colluding accomplices. On the other hand, these users pretend to 

cooperate, and their neighbors learn cooperation while learning. These users are called 

colluders. In other words, colluders are users who try to perform a Sybil attack by 

creating a few fake identities or in cooperation with several other users. The purpose of 

these users is to breach the rules that the social planner has set up for the better 

functionality of the file sharing network. 

By providing unrealistic services, the Sybil user increases the ratio of the number of 

services provided ( iPs ) to the number of served services ( iCs ), i.e. iPr  Equation (1). 

Reciprocators who decide based on this ratio are deceived and provide their desired 

service. 

Previously, we have stressed that we consider the value of any service that the user 

provides to be 1. Now some of them are assigned a weight less than one. In doing so, the 

number of times a user gives service to their neighbors is maintained. Using Equation (4), 

you can prevent Reciprocators from offering their services to colluders. 
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      ∑ ∑                              (4) 

Where iPs is the weight of the number of services that user i provides. nc  denotes the 

number of neighbors of the user i , and ][ jPSC  shows the number of services the user i  

has given to neighbor j .  is the value of a service that is set to a value less than 1                     

( 9.0 ). In addition, iPs value in Equation (1) is replaced with the times of serving. 

This Equation clearly shows that iPs value is different with regard to the equal number 

of services that user i  provides in two different conditions: 1-only for one user 2-for 

different users. This value is greater for the second mode. The more services are provided 

for more users, the greater the value of this equation. In this way, users who respond only 

to their peer-to-peer service requests will gradually have lower iPs value. In addition, they 

will not receive service from the traders. Any reduction in iPs value reduces the iPr  value. 

This amount is very effective for the decision of the Reciprocators. 

Here is a description of the functionality of the proposed function. By carefully 

analyzing the functionality of this function, how the incentive mechanism recognizes the 

Sybil attack can be understood. 

 

 

Fig.2. The two red nodes represent the colluders and the other nodes are the true ones 

A profile of the network is shown in Figure 2. The red nodes represent the Sybil nodes 

and other true nodes. In this model, each node communicates with its 8 neighboring 

nodes. Each node stores a record of the number of services provided to its neighbors. A 

structure like Table 1(a) can store this information. 
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Table 1. A structure for storing the number of services provided to neighbors of node number 5 

 1 2 3 4 5 6 7 8 9 

A 0 0 0 16 - 0 0 0 0 

B 2 2 2 2 - 2 2 2 2 

Table 1(a) shows the information related to the number of services provided to each of 

the neighbors. A sample of this information has been registered for neighbors of node 

number 5. It can be seen that the colluder number 5 only provides service to colluder 

number 4. 

To better understand the functionality of function 4, assume that user 5 is a normal 

user and has provided the same number of services to all requester users. In this case, the 

service providing history is in the form given in Table 1(b). Calculation of value iPs  for 

both a and b modes indicates that colluder users get fewer privileges. In a mode 26.7iPs , 

and in b mode 68.13iPs . The values obtained clearly show that users performing the 

Sybil attack receive fewer rewards than other users and are eventually identified. 

By adding the relations from this section to the proposed method, it is now possible to 

detect the free-riding and Sybil attack at the same time using an incentive mechanism. 

Comparing the proposed method with the methods studied in the literature review section 

suggests that unlike the proposed method, all previous methods are designed either to 

discover free-riding or to focus on confronting Sybil attacks. None of the methods resolve 

both problems simultaneously. This is the main difference between the proposed method 

and the previous ones. 

4.5. Server and Peer Algorithm 

According to the concepts described in the previous sections, the pseudo-code of the 

function of the peers and servers is presented in this section. In each round of file sharing, 

each peer that is faced with the chunk request, first asks the status of the applicant from 

the server. If the applicant user is not a free rider, then the service will be provided to 

him/her. The chunk requester sends a report for receiving or not receiving the service to 

the server. Pseudo-code 1 shows the function of a peer as a server in each round of the 

game.  
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If a peer needs a file, and sends a request to another peer, it reports that peer's function 

to the server. If a file is received, a positive report will be sent to the server, otherwise a 

negative report will be sent. The colluder peers that perform Sybil attacks send a positive 

report to their partner in way. Pseudo-code 2 shows the peer function as a client.  
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On the other hand, servers receive the peer performance reports in each round of the 

game and save them on each user's profile. At the end of each round, the service graph is 

updated and its centrality is calculated. Given the amount of shared bandwidth, the value 

of each peer's reputation is calculated. Any peer with less reputation than average 

reputation of all peers is known as a free rider and will not receive a service. Pseudo-code 

3 shows the server performance in each round of the game. 
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5. Simulation and Analysis 

In this section, simulation results of the proposed method are presented. To better 

understand the simulation results, firstly, how to design and simulate the parameters are 

explained. In the following, the objectives and metrics of the problem are examined. In 

the following sections, simulation results for different modes are given. Finally, at the 

end of this section, the degree of adaptation of the obtained results is evaluated with the 

objectives of the research. 

5.1. Simulation Design 

In order to implement the proposed method, the MATLAB programming language 

was used. The program was run on a computer with a 2.2 GHz processor and 4 GB of 

RAM. The test data is generated randomly based on the network topology under study. 

The file sharing process is assumed to be a game and each stage of file sharing is known 

as one round of the entire game. There is a function to simulate the performance of each 

peer in one round of the game. One round of the game ends when all peers decide on how 

to respond to requests. Another function is designed that simulates the process of users’ 
strategy change based on the evolutionary game model. At the end of each round of the 

game and before the start of the next round, this function is executed and will be updated 

by running those strategies. Each player, at the end of every round of the game, sends a 

report to the server about the performance of the users who are requesting a chunk. 

5.2. Objectives and Metrics 

The simulation objectives determine what features to evaluate in the proposed method. 

The simulation output should be in such a way that it leads us to these objectives. The 

main objectives of the simulation can be summarized in the following three cases: 

• Calculation of users' willingness to choose the optimal strategy 
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• Checking the extent to which colluders are limited in file sharing networks 

• Specification of a threshold limit for the correct operation of the proposed method 

To achieve these goals in simulation, a series of metrics is used. Each of these metrics 

measures a certain value for us. Using these values, you can achieve simulation 

objectives. The main metrics used are: 

• User strategy: This metric contains three numbers per round of the game. These 
numbers indicate the number of users who have chosen the strategy of cooperators, 

defectors and reciprocator respectively in this round. 

• Successful download rate: Users send requests for other peers in each round of the 
game. Some of these requests are accompanied by a positive response and some others 

are rejected. The successful download rate indicates what percentage of the requests have 

been answered in a single round of the game. This metric can be calculated for any kind 

of strategy. 

• The average consume d service: This metric is calculated in one round of the game 

for a specific type of users which indicates the number of services that each user has 

received on average by choosing this strategy. The number of services received from the 

start of the game to this round is further considered. 

 

5.3. Simulation data and protocols 

The main feature of the simulation data is the user strategy and its communication 

topology. Users are organized based on the network properties that were introduced in 

Section 3. To arrive at real scenarios, the type of user relationship is considered to be 

completely random. When entering a peer-to-peer file sharing system, each user selects a 

strategy randomly. The rate of selection of different strategies is related to the trends of 

network users. However, to achieve a fair simulation, at the first moment, an equal 

number of each strategy is selected that is uniformly distributed over the network. For 

better analysis, these percentages are changed in different simulations. Subsequently, the 

simulation parameters and how to run the file sharing game are described below. 
In this simulation, the size of the network is 100×100 square; that is, the network has 

10,000 users. Each node in this network is a neighbor of at most 8 other nodes. Each user 

in each round sends a request to each of its neighbors. Each neighbor further responds 

according to its own strategy. In this network, neighbors may change, that is, from the 

beginning to the end of the game; each node will not have the same neighbors as it did at 

the beginning of the game. Nodes' bandwidth is between 100 and 5000kbps, and shares a 

portion of it randomly. The game starts with equal percentages of cooperators, defectors 

and Reciprocators. Only 2 colluders are assumed to be on the network. These users, i.e. 

colluders, are randomly distributed on the network (Figure 3a). 

The simulation parameters have sometimes been changed to obtain more accurate 

results and to achieve better evaluation. For example, the number of colluders has 

increased, or the percentage of strategy selection has been changed at the beginning of 

the game. These changes are mentioned in the respective sections. 
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5.4.  Simulation Results 

Initially, we implemented the program with an equal percentage of strategies in two 

hundred rounds. The simulation shows that with every increase in rounds, nodes move 

forward toward cooperation or reciprocate through changing their strategy with the aim 

of maximizing their benefits. This is clearly evident in Figure 3. Blue nodes are 

cooperators; green nodes are defectors; and red nodes are reciprocators. 

 

 
(a)                           (b)                            (c)                            

(d) 

Fig.3. Blue:Cooperators; Green:Defectors; Red:Reciprocator, a) Users Strategy in Round 1; b) Users 

Strategy in Round 50; c)Users Strategy in Round 100; d)Users Strategy in Round 200 

In this simulation, parameter Q  is set to be 35.0Q . For this reason, it was initialized as 

such, assuming the value Q , the number of Reciprocators on the network gradually 

increases. 

The number of free riders increases at the beginning of the game, but after detecting 

the malicious behavior of these nodes, the tendency to free rider becomes less and users 

tend to cooperate. Figure 4 shows the strategy changing of users.  

 
Fig.4. Users strategy during the game (x-axis: game round, y-axis: percentage of selecting each strategy) 
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Due to the fact that at the beginning of the game, the cost-free download rate at Free 

riders is high, the tendency for free riders is higher. Then these users are identified and 

fewer services are provided to them. Therefore, the tendency towards the Reciprocator is 

increased. Figure 5 shows the percentage of successful downloads in different rounds 

based on the strategy.  

 
Fig.5. Successful downloads percentage 

As shown in Figure 6, the number of real services that colluders received at the 

beginning of the game is higher than the average number of services that other users did. 

However, as the game continues, the proposed solution given in (3) restricts the service 

of these users. 

The important parameters that will be evaluated are: 1. The average service consumed 

by colluders ( Ls ) 2. The average service consumed by all users ( La ) 3. The average 

service consumed by colluders without using the proposed solution ( Lo ). 
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Fig.6. The average number of services received by colluders and other users (x axis: round, y axis: number 

of services) 

As shown in Figure 3, the Ls value up to round 50 is greater than La . The value 

significantly decreases continuing the game compared to La . 

In Figure 4, it is evident how the proposed relationship functions. Assuming an equal 

number of rounds, Ls shows smaller values than Lo . This value will even decrease as the 

number of rounds increases. 

Although the proposed solution presented in [10] increases the number of Cooperators 

and Reciprocators and forces defectors to change strategy (Figure 3), it is vulnerable to 

the Sybil attack. As shown in Figure 7, it is clear that without changing their strategy, 

they benefit from a great number of services. However, in the proposed method, these 

nodes are detected and the longer the network life goes on, the lower the number of 

services they provide.  

 

 

Fig.7. Average number of services received by colluders when using or not using the centrality 

relationship(x axis: round, y axis: number of services) 
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The proposed method is investigated by assuming two Colluders. The large number of 

Colluder users who collaborate on Sybil attacks will affect the performance of the 

proposed method. Figure 8 shows the average user-received services in round 200 of the 

game for different numbers of Colluders. Of course, given that P2P file sharing network 

users are Rational, the possibility of user collusion is limited.  

 
Fig.8. Average received service for different number Colluders in round 200 

The proposed method is investigated at the beginning of the game by assuming that 

30% of users are free riders. If the number of free riders changes at the beginning of the 

game, the performance of the proposed incentive mechanism will change as well. Figure 

9 shows the percentage of selecting each strategy in round 200 for different initial 

percentage of free riders. If the number of free riders is between 0 and 50% of the total 

peers at the beginning, then the proposed incentive mechanism has a good performance. 

Between 50 to 70% is ineffective, and the network will be destroyed for more than that.  

 
Fig.9. The effect of the number of free riders on strategy selection 
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Figure 10 shows the process of destroying the network and choosing the defector 

strategy by the users. In this simulation, seventy-five percent of the users are free riders at 

the beginning of the game; that is, their strategy is of the defector type. As can be seen, at 

the end of the game, most of the cells have become green which represent the defectors. 

Fig.10. Blue:Cooperators; Green:Defectors; Red:Reciprocator,  

5.5. The Effect of Network Topology on the Proposed Method 

All simulations conducted in previous sections are based on the network model 

presented in Section 4. In this network, the nodes’ relational topology is of mesh type. In 
this section, we examine the effect of a topology change in the proposed method. Types 

of relational topologies in peer-to-peer networks are presented in paper [1]. Accordingly, 

we need to consider two tree and multi-tree topologies. 

We first examine the tree topology. In this topology, nodes are organized as a tree 

from server to leaves. File chunks are sent from the server to the children. Also, each 

node sends it to its children besides using the chunk. Once a node has been corrupted or 

has been identified as a free-rider, the tree must be restored. There are various ways to 

restore a tree. In this simulation, a node-to-grandfather connection method is used. Figure 

11(a) shows the process of strategy selection in different game periods. Figure 11(b) 

specifies the amount of service provided for the Sybil nodes. 
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a) Users strategy during the game (x-axis: game round, y-axis: percentage of selecting each strategy) 

 

b) Average number of services received by colluders when using or not using the centrality relationship(x 

axis: round, y axis: number of services) 

Fig.11. Performance of the proposed method in tree structure 
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A careful scrutiny of Figure 11 shows that the proposed method has had a better 

performance in the tree structure of the network. The main reason for this lies in the 

shape of the network. In peer-to-peer networks of trees, leaf nodes have no effect on file 

sharing and are only receivers. All requests are limited to internal tree nodes. Therefore, 

there are more requests per node which leads to the better identification of the free-riders. 

On the other hand, the number of negative reports for the colluder node is so high that it 

is well-identified. This in turn leads to a sharp decline in the average number of its 

received services. Examining the structure of the network in the form of a multi-tree 

displays results similar to tree. 

5.6. Comparison with Previous Methods 

After carefully reviewing the performance of the proposed method, we should 

compare its performance with those of some of the previous papers to determine the 

position of this method. The data used in this paper was generated randomly. Therefore, 

to evaluate previous methods, we must apply these methods to the data of this research. 

This comparison has been done in four different metrics and in the 200
th

 round of the 

game. The first is the number of free-riders; the second is the average service received by 

all nodes; the third is the average service received by Sybil nodes, and fourth is the 

percentage of successful downloads of reciprocators. The results of the comparison are 

shown in Table 2. 

Table.2. result of simulation in round 200 

Method Number of Free-

riders 

Average of 

received service 

Average of 

received service in 

Sybil nodes 

Percentage of 

successful 

download in 

reciprocators 

[10] 2095 1003 998 82% 

[37] 1992 1017 1035 87% 

[41] 2129 995 1000 80% 

Proposed 1980 1024 465 88% 

A careful review of the values listed in Table 2 shows that the proposed method has 

had relative success in restricting free-riders compared to the remaining methods. The 

strength of the proposed method is its ability to detect Sybil attacks. Methods that are 

close to the proposed method in restricting free riders lack the ability to detect Sybil 

attacks. Therefore, the average number of services received in Sybil nodes is 

approximately equal to those of other nodes. On the other hand, this value is very 

different in the proposed method since Sybil nodes receive fewer services. 
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6. Conclusion 

In this paper, it has been shown that by quantifying the weight for each service and 

initializing the dispersion of the services provided, Sybil attacks can be rendered 

ineffective. The proposed incentive mechanism has forced free riders to send chunks to 

other nodes and share their resources in order to get services.  To better demonstrate how 

the proposed solution functions, 35.0Q  was used. However, the effect of this 

relationship can be examined by using different Q . In the proposed method, users are 

known by their history. So users can clean their history and get services for a while by 

logging off and then logging in with a new id. In the future, this weakness can be 

overcome by adding a stability factor to reputation. In addition, regarding the logic in this 

solution, it seems that its performance in networks with larger dimensions and more 

neighbors yields better results. As a future work, the convergence speed can be increased 

by creating trusted nodes in the network. 
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